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const std = @import("std");
const X25519 = std.crypto.dh.X25519;

// Alicia y Bruno generan cada uno un par (privada, publica).
const par_alicia = X25519.KeyPair.generate(io);
const par_bruno = X25519.KeyPair.generate(io);

// Cada parte recibe la clave publica de la otra y deriva el mismo secreto.

const secreto _alicia = X25519.scalarmult(par _alicia.secret key, par bruno.public _key) catch unreachable;

const secreto bruno = X25519.scalarmult(par bruno.secret key, par alicia.public_key) catch unreachable;

// secreto alicia == secreto bruno (32 bytes)
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pub fn recoverPublicKey(secret key: [secret length]u8) IdentityElementError![public length]u8 {

const q = try Curve.basePoint.clampedMul(secret key);

return q.toBytes();
}
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pub fn scalarmult(secret key: [secret length]u8, public key: [public length]u8) IdentityElementError![shared length]u8 {
const q = try Curve.fromBytes(public key).clampedMul (secret key);
return q.toBytes();

}
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