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SHA-256 thuc sy 1a gi

MGt dau van tay toan hoc géi gon trong sdu muoi bon ky ti va sé thay doi hoan toan néu chi mot dau phdy trong van ban
goc bi dich chuyén. Tai sao chiing t6i goi n6 la con ddu sap niém phong ky thudt so.

DE€ dé hiéu: Hay twdng twgng mot chiéc may doc bat ky doan van ban nao va tra vé mot chudi 64 ky ty. Néu van ban nhap
vao giéng hét nhau, chubi két qua sé giong hét nhau. Néu ban thay doi chi mét dau phay, chudi do sé hoan toan khac.
Chu6i d6 chinh la niém phong sap ky thuét s6.

Y twéng don gian ding sau cai tén ki thuat

Hay twdng trong c6 mot chiéc mdy chi c6 mét khe cdim va mot man hinh. Ban dwa mét van ban vao khe cam: mot tir, mot
cau, hodc ca mot cudn tiéu thuyét. Trén man hinh xudt hién, chi tich tac sau d6, mot chubi ky ty chinh xac gém sau muoi
bén ky tw. Chudi do, doéi vai nguoi doc chuyén nghiép, ching t6i goi la hash hodc tém tdat mdt md; con vdi nguai doc pho
thong, hién tai chiing ta c6 thé goi né la dau van tay toan hoc cua van ban, giong nhw dau van tay doi véi mot con nguai.

Néu ban dwa cung mot van ban hai 1an, mdy sé hién thi cing mot dau van tay ca hai lan. Néu ban dwa mot van ban hoi
khac mét chiit — mot ddu phay bi dich chuyén, mét chit hoa chuyén thanh chit thvong — may sé hién thi mét dau van tay
hoan toan khac véi dau dau tién. Khong phai twong ty: ma la khac biét hoan toan. Hai dac tinh nay di cing nhau — tinh tat
dinh va tinh nhay cdAm — chinh la y twdng don gian d6. Moi thit khac cia SHA-256 1a bd may gidp thyce thi chiing mot
cach hiéu qua.

Can phai n6i ngay tir dau nhitng gi chiéc may khong lam. N6 khong ma héa van ban. N6 khéng che gidu né. N6 khéng luwu
tri n6. Chiéc mday nhin vao van ban, tinh toan dau van tay, va quén luoén van ban dé. Dau van tay khong cho phép khoi
phuc lai van ban da tao ra no; né chi cho phép, véi mot van ban tng vién, kiém tra xem cé khdp véi ban goc hay khong.
D6 1a 1y do tai sao chung t6i néi rang dé la mot ban téom tat moét chiéu: di ma khong co duwong ve.

Hash khong giong véi ma héa

Sy nham lan nay rat pho bién va can duwgce lam ro: ma hoa (cifrar) va bam (hashear) la nhitng thao tac khac nhau. Ma hoa
bao gom viéc bién d6i mot van ban sao cho chi ngudi c6 khéa méi cé thé dwa né vé dang ban dau. Bam bao gom viéc tao
ra mot dau van tay cua van ban ma tir d6 van ban goc khong bao gio c6 thé phuc hoi dwgc, du c6 khoa hay khong. Thao tac
thit nhat c6 thé dao nguge theo thiét ké; thao tac thit hai la khong thé dao ngwoc theo thiét ké.

Hé qua thyce té rat quan trong. Khi mot tng dung néi «ching t6i lwu trit mat khau cia ban dwdi dang ma héa», c6 ai dé co
khoa dé gidi ma né — chinh tng dung dé, trong bat ky treong hgp nao. Khi mot tng dung nédi «ching t6i lvu trit mat khau
ctia ban dué6i dang hash», chinh ng dung do ciing khong thé doc dwgc mat khau goc ngay ca khi ho mudn; ho chi cé thé
kiém tra xem mat khau ban nhap c6 tao ra cing mét dau van tay hay khéng. M6 hinh thi¢ hai, néu dwgc thie hién diing
cach, sé wu viét hon nhiéu so v4i mo hinh thit nhat dé Ivu tri mat khau. Sau nay chiing ta sé thdy tai sao «thyc hién ding
cach» doi hoi nhiéu hon la chi dung SHA-256 thuan tuy.

Bon dac tinh lam nén su hitu ich cia mot ham bam mat ma
Mot ham bam x&ng dang vdi tinh ti* mat md phai dap @ng bon dac tinh sau:
1. Tinh tat dinh. Cuing mot dau vao ludn tao ra cing mot dau van tay.

2. Hiéu *ng thac doé (Avalanche effect). Mot thay d6i nho ¢ dau vao sé tao ra mot dau van tay hoan toan khac, khéng
c6 diém twong dong ro rang vdi dau trude do.
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3. Khang nghich anh. V&i mot ddu van tay cho trede, viéc tim ra van ban da tao ra n6 la khong kha thi vé mdt tinh
toan.
4. Khang va cham. Viéc tim ra hai van ban khac nhau tao ra cing mot dau van tay la khong kha thi vé mat tinh toan.

«Khong kha thi vé mat tinh toan» khong c6 nghia la «vé mat toan hoc la khong thé». N6 c6 nghia la chi phi vé thai gian,
ndng lwgng va tién bac dé dat dugc diéu dé vugt xa tong nang lye tinh toan hién c6 mot cach hgp ly. Déi véi SHA-256,
gidi han d6 dugc do bang hang nghin ty nam ngay ca véi nhitng gia dinh lac quan nhét véi phan cing chuyén dung. Diéu
nay, doi v6i muc dich thue té cta nguwdi doc, twong dirong vdi viéc «khong thé lam dwgc».

SHA-256, mot cach cu thé

Cai tén da noi 1én tat cd. SHA la viét tat ctia Secure Hash Algorithm: thuat toan bam an toan. Con s6 256 chi kich thuéc
ctia dau van tay tinh bang bit: hai tram nam muoi sau bit, tiec 1a ba muoi hai byte, khi hién thi dwdi dang thap luc phan sé
la sdu mwoi bon ky tw ma ngwdi doc dd nhan ra. Tiéu chuan nay duwge NIST cia Hoa Ky cong bd, ca quan binh thwong héa
cac loai ham nay, vao nam 2001 nhu mét phan cia ho SHA-2; phién ban hién hanh cua tiéu chuan, FIPS 180-4, 1a tir nam
2015.

Danh cho nhitng ai chwra nam ré bit va byte la gi:

1 bit - 0 hoac 1 (mét cong tac: bat hoac tat)
1 byte - 8 bit (256 két hop c6 théj
32 byte - 256 bit (dal van tay SHA-256)

S6 256 & cudi tén cho biét kich thwdc ctia dau van tay tinh bang bit. Trong hé thap luc phan — mot hé thong danh s6 véi
muoi sau biéu twgng thay vi mudi — 256 bit d6 vira van trong chinh xac 64 ky tw. D6 la 64 ky tw ma ban thdy & cudi moi
Cuaderno.

Cac chiéu khong gian nay dang dé chiing ta ditng lai mét chat. Hai tram ndm muoi sau bit cho phép hai mii hai trdm nam
muoi sau gia tri khac nhau: mét con s6 vdi bay muoi tam chit s6 thap phan, 16n hon nhiéu bac so vdi s6 lwgng nguyén t
wdc tinh trong vii tru c6 thé quan sat dwgc. Mo6i van ban trén thé gidi — moi cuén sach, moi email, moi tin nhan — déu roi
vao mot trong nhitng gia tri d6. Xac sudt dé hai van ban khac nhau triung khdp ngau nhién, trén thyc té, la khéng thé phan
biét dugc vGi s6 khong.

Cach hién thi trong ma nguon

Trong Zig, ngdn nglt ma chuing t6i stt dung dé viét cac thanh phan ho trg Solo2, viéc tinh toan con ddu SHA-256 ctia mot
van ban sé trong nhw thé nay:

const std = @import("std");

const texto = "Cuadernos Lacre";
var resumen: [32]u8 = undefined;
std.crypto.hash.sha2.Sha256.hash(texto, &resumen, .{});

Chuing ta vira yéu cau thw vién chuan cia Zig tinh toan SHA-256 ctia van ban trong dau ngodc kép. Sau 15i goi do, bién
resumen chita ba muoi hai byte tao nén con dau & dang tho; khi hién thi trén man hinh dwéi dang thap luc phan, ching la
sau muoi bon ky ty xudt hién & cubi bai viét nay. Néu ching ta thay d6i Cuadernos Lacre thanh Cuadernos lacre — bét di
mot chit hoa — toan b con dau sé thay d6i. D6 chinh la ddc tinh trung tdm ho trg cho phan con lai, chi trong nam dong
ma. Do6i vai nhitng ai mudn xem cach né hoat dong bén trong, & cudi bai viét ching t6i c6 kém theo mat phién ban thuat
toan dé hiéu vdi cac chu thich tirng budc.

Tai sao ching to6i goi né la con dau sap niém phong

Trong thu tir chau Au tir thé ky 15 dén thé ky 19, sap niém phong (lacre) diing dé déng kin 14 thw. Mot giot sap néng chay,
mot con ddu an lén trén, va la the duwgc danh ddu mot cach khong thé Idp lai. N6 khong bao vé ngi dung khoi nhitng ké to
mo quyét tam — gidy c6 thé doc dugc dudi anh sang, sap co thé bi pha vé — nhung n6 da chitng thye diéu do. Bat ky sy
thay d6i nao déi vdi dau niém phong déu c6 thé nhin thay dwgc d6i véi nguwdi nhan ngay ca triede khi mé giay. Sap niém
phong khong ngan can hu hai; n6 tuyén céo diéu do.



SHA-256 ctia ngi dung mdi Cuaderno thue hién chirc nang twong tw trong phién ban ky thudt s6 ctia né. Néu chi mot tr
trong bai viét thay doi giita thoi diém né dwgc xuat ban va thai diém ban doc né, con dau thap luc phan & cudi van ban sé
khong con khép vai SHA-256 cha van ban triede mat ban. Bat ky nguwoi doc nao v6i nam dong méa déu c6 thé kiém tra diéu
d6. An phdm khdng thé viét lai lich si¥ cia né6 ma khong bi con dau t6 cdo. N6 khong bao vé chong lai hw hai; né 1am cho
hw hai c6 thé xac minh dugc.

Nhirng gi mot ham bam khong phai la

Doi khi nguai ta yéu cau SHA-256 thie hién bon viéc khong thude vé né:

1. Ma hoa. M6t ham bam tém tat; né khéng che gidu. Néu ban mu6n van ban khong thé doc dwgc, ban can ma hoéa no,
chit khong phéi bam né.

2. Xac thyc tac gia. Mot ham bam khéng cho biét ai da viét van ban, n6 chi cho biét van ban nao da duwgc bam. D€ lién
két quyeén tac gia, can c6 mot chit ky mat ma trén ma bam d6, chit khong phai chi minh ma bam.

3. Luu trit mat khau. O day c6 mot cai bdy can phai hiéu rd. SHA-256 dwoc thiét ké dé hoat dong rdt nhanh — diéu
nay tot cho nhiéu viéc, nhung lai té cho viéc nay. Mot ké tdn cong vdi phan citng chuyén dung c6 thé thit hang ty
mat khau moi gidy vdi mét ma bam SHA-256 cho dén khi tim thdy mat khau cua ban. Dé lwu trit mat khau, phai st
dung cac ham dan xuat khéa cham mét cach c6 y nhw Argon2, scrypt hodc berypt, két hop véi mot 'mudi' (salt - mot
dir liéu ngau nhién duy nhat cho méi nguwoi dung, gitip ngan chdn viéc hai ngudi c6 cing mat khau c6 cing mét ma
hash).

4. Poc ma bam nhw dinh danh cua tac gia. N6 khong phai vay. Mot ma bam dinh danh ngi dung. Néu hai ngwdi bam
tir hola bang SHA-256, ca hai déu nhan dugc cung méot tom tat — va dé la dac tinh trung tdm, khong phai 1a mot 16i:
néu ching la cac téom tat khac nhau, chiing ta sé khong thé kiém tra sy tring khép gitta nhitng gi dd xudt ban va
nhitng gi da nhan dugc.

SHA-256 xuat hién ¢ dau trong doi song hang ngay cua ban

Maic du ban khong nhin thay, nhung SHA-256 hé trg phan 16n nhitng gi ban st dung hang ngay trén internet. Chudi khoi
cta Bitcoin dugc xay dung bang cach lién két SHA-256 cua moi khoi véi khoi tiép theo; viéc thay doi mot khai trong qua
khit budc phai tinh toan lai toan b chubi sau dé. Git, hé théng quan 1y phién ban ma nguén ctia mot nita thé gidi, dinh
danh moi lan commit bang SHA-256 (trong cac phién ban gan day) hodc bang tién than cua n6 la SHA-1 (trong cac phién
ban cii hon) cia toan bd ndi dung ctia n6. Chitng chi HTTPS xac minh danh tinh cia mét trang web khi ban truy cap c6
lién két v6i mot ddu van tay SHA-256. Cac ban tai xuéng phan mém thuwong di kem véi mot SHA-256 do nha phat trién
cong bo dé ban xac minh rang tép khong bi thay doi trén duwong di. Va nhu chiing t6i da ndi, & cu6i moi Cuaderno Lacre.

Danh cho nguoi doc chuyén nghiép

Bon 16i nhdc nhé van hanh cho nhitng nguwai quyét dinh hodc kiém dinh hé thong:

1. Hash khong phai la ma héa. Néu mot nha cung cdp nham lan hai thudt ngir nay trong tai liéu ky thuat cia ho, ban
nén héi chinh x4c y cua ho la gi.

2. Bé lvu trit mat khau, khong bao gio dwgce st dung SHA-256 thuan tiy. SHA-256 quéa nhanh cho nhiém vu nay (xem
diém 3 cia muc Nhitng gi mét ham bam khéng phdi la). Tiéu chuan hién tai la Argon2id: cham theo thiét k€, co6 thé
cdu hinh theo nédng lyc ctia may cha, két hgp véi mot 'mudi' ngau nhién khac nhau cho méi ngwoi dung.

3. Do6i vdi tinh toan ven cua tai liéu — hgp dong, ho so, tép tin — SHA-256 van la tiéu chuan tham chiéu. Day la tiéu
chuén dwgc cac nha cung cap dich vu dong dau thoi gian du diéu kién ¢ EU st dung.

4. Pé bao ton lau dai (nhiéu thap ky), ban nén tinh toan va lwu trit thém mét SHA-3 hodc SHA-512 cung vGi SHA-256;
si than trong vé mat ma khuyén nghi khéng nén chi dia vao mot ham duy nhét cho cac kho Iwu trit kéo dai hang thé
ky.

Vé mat ky thudt, cau tric 1dp di 1dp lai nay — noi trang théi trung gian dugc bao toan giita cac khai dir liéu dau vao —

dugc goi la cau tric Merkle-Damgard, mo6 hinh ma SHA-1, SHA-2 (bao gom ca SHA-256) va nhiéu ham bam c6 dién
khéc dya trén d6. Nguoc lai, SHA-3 tir bo Merkle-Damgard dé chuyén sang mét kién tric khac goi la sponge (bot bién).

SHA-256 hoat dong nhv thé nao, titng buéc mot, bang ngon ngitr binh dan



Hay twdng twgng ban da lap dat mot mach domino tinh vi nhat thé gigi: hang nghin quan domino, hang chuc nhanh ré, cau
co khi va duwong doc chay khap phong, dugc dat can than tirng manh mot.

Néu ban cham vao quan dau tién, chudi sé dé theo mat trinh ty chinh xac va lap lai. Cung cach lap dat, cing ci cham dau
tién — cting m6t mau quan domino d6 cudi cung, lap di 1ap lai.

bay la diém thu vi: hay di chuyén chi mét quan domine sang bén canh nita cm trude khi bat dau va cham lai. Mot duong
doc dang 1€ phai hoat dong sé ditng yén, mot cay cau khong do, mot nhanh ré khac duwgce kich hoat. Mau quan domino cu6i
cung trén san sé hoan toan khong thé nhan ra so v4i mau dau tién.

SHA-256 vé mat toan hoc chinh la mach dién nay. Van ban ban viét 1a vi tri ban dau cua cac quan domino. Thudt toan la
cd cham gidi phong chudi d6. Va két qua cudi cung — cai ma ching ta goi la hash (md bdam) — la biec anh chup 6 dinh
mat san khi moi thit da dirng lai. Chi can thay d6i mot dau phay trong van ban goc va bitc anh sé khac biét hoan toan. Pon
gian vay thoi, nhung v6 cung manh mé.

Budc 1. Dich van ban thanh cac quan nhi phan. May tinh khéng hiéu chit céi; trirde tién chiing dich ching thanh s6
(ASCII) va so thanh nhi phan (s6 1 va s6 0). Méi chit cai trd thanh 8 quan trang hodc den: chit A la 01000001, chit B la
01000010, khoang trang la 00100000. Toan by van ban ctia ban — mét tir, mot ban hgp déng, maot cudn tiéu thuyét — trd
thanh mét hang dai cac quan trang va den.

Budc 2. Lap day cho dén kich thwdc tieu chuan. Mach xtt 1y hang theo cac doan (chunks) chinh xac 512 quan. Néu tin
nhan cta ban khéng dat dén boi s6 ctia 512, mdt quan danh dau (gia tri 10000000) sé duge thém vao ngay sau van ban va
sau d6 la cac s6 0 cho dén khi hoan thanh doan. 64 vi tri cu6i cing cia moi doan duwgc danh riéng dé ghi lai d6 dai ban dau
cta van ban. Bang cach do, mach ludn biét ndi dung thye két thic ¢ dau va phan lap day bat dau tw dau.

Budc 3. Pat tam quan cha dao. Trudce khi bat dau, chiing ta dat 1én ban tam quan chia dao & vi tri ban dau chinh xac.
Tam quan nay khéng phai 1a bi mét: gia tri ban dau cia ching dwgc ¢ dinh bdi mot quy tdc toan hoc ¢ong khai (can bac
hai cda tdm s6 nguyén t6 dau tién — 2, 3, 5, 7, 11, 13, 17, 19 — va cac bit dau tién cia phan thap phan cia moi can bac
hai). Moi ngwoi, & bat ky noi nao trén hanh tinh, déu bat dau véi cung tam quan cht dao & cing mot vi tri. S6 phan cta
chiing 1a bi x0 day va bién doi bai chubi do.

Bud'c 4. Chuoi do 1én: sau muoi tw vong x6 day. Day 1a liic man trinh dién bat dau. Poan 512 quan dau tién cla van ban
sé va vao tam quan chu dao. Nhung ching khéng do ngay 1ap titc: co ché thyc hién sau muoi tu vong lién tiép. Trong moi
vong, né thyc hién ba thao tac vdi cac quan bai:

e Vong quay ngua go (xoay vong). Cac quan bai di chuyén theo vong tron: cac quan bén phai chuyén sang bén trai.
Khong c6 quan nao bi mét hodc thém vao; ching chi don gian dwrgce sdp xép lai bang cach quay mét vong hoan chinh
quanh vong quay. D6 la mot cach ré tién va c6 thé ddo nguwgc dé phan phadi lai thong tin.

 Cai pheéu logic (XOR). Cac quan bai di qua mdt cai phéu so sanh ching theo titrng cdp: néu ca hai cing mau, mot
quan trang sé ra; néu khac mau, mét quan den sé ra. D6 la thao tac don gian nhat caa logic nhi phan, nhwng két hop
V@i cac vong xoay cia ngua go, no trd nén vo cing manh mé dé tron thong tin ma khéng lam mat né.

¢ Tran s6 (cong theo mo6-dun). Két qua duwge cong véi mot qudn ddy khéng doi dugc 1dy tir danh sach cong khai gom
sdu muoi tw hang s6 (can bac ba cua sdu muoi tw s6 nguyén t6 dau tién). Néu phép cong tao ra cac quan bai thira
khong vira véi khong gian 32 quan bai dy kién, cac quan bai thira d6 sé bi loai bd. Ban chi c6 khong gian cho 32
quan bai, khong hon mot quan.

Vao cudi vong thit sdu muoi tw, moi quan bai trong doan van ban caa ban da anh hwdng dén vi tri caa tdm quéan chua dao.
Nang lwgng ctia cu ddy da truyén di khap mach.

Buéc 5. Thém doan tiép theo (khong khéi dong lai). Néu van ban cia ban dai va con mét doan 512 quan khac can xr ly,
mach khong khéi dong lai. Tam quan chu dao van giit nguyén vi tri ma chudi d6 dau tién d€ lai, va doan thit hai dugc
tung vao ching dé kich hoat sau mwoi tw vong tiép theo. Giong nhu viéc thém maét can phong mdi day quan domino vao
cudi can phong vira méi do: sw x4o tron cta can phong thit nhat sé quy dinh hoan toan cach can phong thit hai do.

Buéc 6. Chup anh cuéi cung. Khi khong con doan nao dé xw ly, chuoi d6 dirng lai. Chiing ta nhin vao vi tri cu6i cing ma
tam quan chu dao da dirng lai. Chung ta dich cau hinh ctia chiing sang mot ma gom chit cai va so trong hé thap luc phan.
Két qua la mot chudi gom chinh xac sdu muoi tw ky ty: d6 chinh la con ddu SHA-256 ctia ban.

Bon ddc tinh ndy sinh tir cach lap dat mach dién nay:



1. Tinh xac dinh. Cing mot van ban lu6n tao ra cing mat bitc anh cubi cung, trén bat ky may tinh nao trén thé gigi.
Khéng ngau nhién, khong bat ngo.

2. Hiéu wng domino (Avalanche effect). Mot dau phay dugc thém vao, mot chit hoa dwgc thay déi, mét dau phu bi
quén: birc anh két qua sé hoan toan khong thé nhan ra. Day la sy nhay cdm cyc d6 ma ching ta dd mo ta ngay tw
dau.

3. Mot chiéu. T bitc anh cudi cung, ban khong thé khéi phuc lai van ban goc. Cac vong xoay, phéu va tran s6 pha hiy
moi thong tin dinh hwdng vé méi bit dén tir ddu va chi gitt lai tong s6 da dugc cdng vao.

4. Kha nang chong va cham (Collision resistance). Trong hai muoi lam nam phéan tich méat ma cong khai, chua ai tim
dwgc hai van ban khéc nhau ma c6 bic énh cuéi cung trung khép. Va do kho ctia viéc nay nam ngoai kha nang tinh
toan ctia bat ky nén van minh nao c6 thé twdng twgng dugc.

Phu luc ma duéi day thyc hién chinh x4c sau budc nay trong Zig. Bay gio ban c6 thé doc n6 va hiéu y nghia ctia tirng thao
tac bit, thay vi chap nhéan cac thao tac xtr ly mot cach mu quang.

Thuat ngwr ky thuat

Danh cho ngudi dpc mudén hiéu moi thao tdc lam gi. Ban co thé bé qua phan nay: bai viét van coé thé hiéu dugc ma khong
can no.

ASCII va Unicode — cach chit cai tré thanh con s6. May tinh khong thdy chit cai; chiing thay con s6. Mot tiéu chuan cé
tén ASCII (nam 1963) gan cho moi ky ty ban phim mot con s6 cu thé: chit A la 65, B 1a 66, a 1a 97, s6 0 la 48, khoang
trang la 32, dau phdy la 44. Cac hé thong hién dai md rong né bang Unicode, gan mdt con s6 cho moi ky tyw cia moi bang
chif céi trén thé gidi: chit Cyrillic, tiéng A Rap, tiéng Trung, tiéng Nhat va ca biéu twong cam xiic (emoji). Khi ban gd mot
ky tit hodc mé mot tép van ban, mdy tinh sé doc con s6 bén dwdi, khong phai hinh dang trén man hinh. SHA-256 lam viéc
trén nhitng con s6 nay, x ly bat ky van ban nao nhv mét chubi s6 dai. D6 1a 1y do tai sao né c6 thé bam mot bai bao bang
tiéng Tay Ban Nha, mot bai tho bang tiéng Nhat va mot tép nhi phan bang cung mot thuat toan.

XOR — bg so sanh tirng bit. XOR (phat am la «exor», ti tiéng Anh exclusive or, «hodc loai trit») la mot trong nhitng
thao tac don gian nhat ma may tinh c6 thé thue hién véi hai s6 nhi phan. N6 so sanh hai bit theo titng vi tri va tra vé: 1 néu
chinh xac mot trong hai 1a 1 (m6t nhung khong phai ca hai), 0 néu ca hai giong nhau (cung la 0 hoac cung la 1). Vi du:
XOR ctia 1010 va 1100 la 0110. N6 ¢6 mét ddc tinh dang chi y: c6 thé dao ngwge — néu ban thyrc hién XOR hai lan véi
cung mot khoa, ban sé trd lai ban goc —. D6 1a 1y do tai sao no la cong cu dac lyc ctia mat ma hoc: né tron cac bit ma
khong lam mat thong tin, nhwng két qua khong tiét 16 bat c diéu gi vé dau vao néu ban khéng biét mot trong so chiing.
Thap luc phan — dém theo co s6 16. Hau hét tat ca cac con s6 hang ngay déu st dung mwoi chit s6 (0-9). Hé thap luc
phan st dung mudi sau: tir 0-9 thong thudng cong voi sau chit cai dai dién cho cac gia tri sau: A=10,B=11,C=12,D =
13, E = 14, F = 15. Tai sao lai la mudi sau? Bdi vi may tinh tw duy theo nhém bon bit, va bon bit c6 thé dai dién cho chinh
Xac mudi sau gia tri khac nhau — do d6, mét ky tw thap luc phan twong tng gon gang vdi bén bit —. Mot ma bam SHA-
256 c6 do dai 256 bit, chinh xac 1a 64 ky t thap luc phan. Néu ching ta viét né bang hé thap phan thong thudong, né sé
chiém khodng 78 chit s6 va kém thuan tién hon. Lwa chon nay mang tinh thdm my va gon gang; con s6 bén duwdgi la nhw
nhau.

Xoay bit — vong quay nhi phan. Hay twéng twgng mét hang bay bong dén, mét s6 bong dang bat (1) va s6 khac dang tat
(0):1 0 110 0 1. Xoay sang phai mot vi tri bao gom viéc 14y bong dén ¢ ngoai cung bén phai, dwa né sang ngoai ciing
bén trai va dich chuyén cac bong déen khac sang phai motvitri: 1 1 € 1 1 0@ 0. Khong c6 bong dén nao bi mat hodc thém
vao: chung chi don gian la nhay mua theo vong tron. SHA-256 stt dung tinh nang xoay bit hang tram lan trong moi lan tinh
toan; do la mot cach ré tién va khong gdy mat mat dit liéu dé phan phoi lai thong tin trong trang thai.

Hang s6 «nothing-up-my-sleeve» — tai sao chung lai bat nguén tir cac s6 nguyén td. Tam quan bai cha dao va sau
muoi tw hang s6 vong cia SHA-256 khong dugc chon ngau nhién. Ching bat nguon tir can bac hai va can bac ba ctia cac
sO nguyén t6 dau tién. Tai sao? Bédi vi cac nha thiét ké muén cac hang sé «khdéng cé gi gidu trong tay do» (nothing up my
sleeve): nhitng gia tri ma bat ky ai ciing c6 thé kiém chitng nguon goc ctua chiing. Néu ai d6 noi véi ban rang «hdy tin t6i:
hdy st dung s6 ngdu nhién 32 bit ndy», ban sé c6 1y do chinh dang dé nghi ngd vé mét diém yéu tiém an hodc mét cira hau
(backdoor). Nhung bat ky ai c6 mdy tinh bé tdi déu c6 thé kiém chitng rang 32 bit dau tién cta can bac hai cta 2 la
0x6a09e667. Cac gia tri la toan hoc, cong khai va c6 thé téi tao: khong c6 bay an nao c6 thé lot vao cong thic.

Phu luc: SHA-256 trong ma nguon de hiéu

Phu luc nay danh cho nhitng doc gia mudn xem thuat toan tir bén trong. Pay la mot trién khai mang tinh gido khoa trong
Zig tuan theo dac ta FIPS 180-4. Bay khong phai la phién ban ma Solo2 st dung — phién ban thyc ndm trong
std.crypto.hash.sha2.Sha256 cua thw vién chuan Zig, da duwgc t6i wu hda va kiém dinh. Nhuwng thuat toan la giong
nhau: nhitng gi ban thay & day la, tirtng buwdc mot, nhitng gi xdy ra khi 19i goi nam ky tw dé thyc hién cong viéc caa no.



const std = @import("std");

//
//
//
//

//
//
//

SHA-256 — implementacién didactica.

Sigue la especificacién FIPS 180-4. Prioriza la claridad sobre la
velocidad y la robustez frente a entradas hostiles. Para produccién,
usa std.crypto.hash.sha2.Sha256, que estd optimizada y auditada.

HO: las ocho palabras del estado inicial. Primeros 32 bits de la parte
fraccionaria de las raices cuadradas de los primeros ocho primos
(2, 3, 5, 7, 11, 13, 17, 19).

const HO = [ Ju32{

};

//
//

0x6a09e667, Oxbb67ae85, 0x3c6ef372, Oxa54ff53a,
0x510e527f, 0x9b05688c, 0x1f83d9ab, Ox5be0dcdl9,

K: 64 constantes de ronda. Primeros 32 bits de la parte fraccionaria
de las raices cubicas de los primeros 64 primos.

const K = [ Ju32{

};
//

0x428a2f98, 0x71374491, Oxb5cOfbcf, Oxe9b5dba5, 0x3956c25b, 0x59f111f1, 0x923f82a4,
0xd807aa98, 0x12835b01, 0x243185be, 0x550c7dc3, 0x72be5d74, 0x80deblfe, 0x9bdcO6a7,
0xed49b69cl, Oxefbe4786, 0x0fcl9dc6, 0x240calcc, 0x2de92c6f, 0Ox4a7484aa, 0x5cb0a9dc,
0x983e5152, 0xa831c66d, 0xb00327c8, Oxbf597fc7, Oxc6eO0bf3, 0xd5a79147, 0x06ca6351,
0x27b70a85, 0x2el1lb2138, Ox4d2ce6dfc, 0x53380d13, 0x650a7354, 0x766a0abb, 0x81c2c92e,
Oxa2bfe8al, 0xa8lab664b, 0xc24b8b70, Oxc76c51a3, 0xd192e819, 0xd6990624, 0xf40e3585,
0x19a4cl116, 0x1e376c08, 0x2748774c, 0Ox34b0Obcb5, 0x391cOcbh3, Ox4ed8aada, Ox5b9ccasf,
0x748f82ee, 0x78a5636f, 0x84c87814, 0x8cc70208, 0x90befffa, Oxad506ceb, Oxbef9a3f7,

Rotacidn circular a la derecha de un u32.

inline fn rotr(x: u32, n: u5) u32 {

}
//

return std.math.rotr(u32, x, n);

Lee 4 bytes consecutivos como un u32 big-endian.

inline fn readU32(b: []lconst u8) u32 {

}
//

return @as(u32, b[0]) << 24 | @as(u32, b[1l]) << 16 | @as(u32, b[2]) << 8 | @as(u32,

Escribe un u32 como 4 bytes consecutivos big-endian.

inline fn writeU32(b: []Ju8, v: u32) void {

}

b[0] = @truncate(v >> 24);
b[1] = @truncate(v >> 16);
b[2] = @truncate(v >> 8);
b[3] = @truncate(v);

Oxablcbhed5,
0xc19bf174,
0x76f988da,
0x14292967,
0x92722c85,
0x106aa070,
0x682e6ff3,
0xc67178f2,

b[3]);

// Compresién de un bloque de 64 bytes sobre el estado del hash. Sigue §6.2.2 de FIPS 180-4.

fn

compress(state: *[8]u32, block: [16]u32) void {

// 1. Expansién del schedule: 16 palabras - 64. Las nuevas se obtienen

// combinando cuatro anteriores con dos funciones de mezcla (sO y sl)
// que usan rotacién, XOR y desplazamiento. El "+%" es suma con
// truncado u32 (overflow-wrap), tal como exige el estandar.

var w: [64]u32 = undefined;

for (0..16) |i| w[i] = block[i];

for (16..64) |i| {
const sO = rotr(w[i-15], 7) © rotr(w[i-15], 18) ~ (w[i-15] >> 3);
const sl = rotr(w[i-2], 17) ~ rotr(w[i-2], 19) ™ (w[i-2] >> 10);
wl[i] = w[i-16] +% sO +% w[i-7] +% s1;

}

// 2. Variables de trabajo: copia del estado actual.

var a = state[0]; var b = state[l]; var c = state[2]; var d = state[3];

var e = state[4]; var f = state[5]; var g = state[6]; var h = state[7];

// 3. 64 rondas de mezcla no lineal.

// S1, S0 : combinaciones rotacionales de 'e' y 'a'.

// ch : "choose" — multiplexor bit a bit, elige entre f y g segln e.
// maj : "majority" — bit mayoritario entre a, b, c.

// tl + t2 : se inyecta al top de la cascada cada ronda.

for (0..64) |i| {



const S1 rotr(e, 6) ~ rotr(e, 11) ™ rotr(e, 25);

const ch = (e & f) ©~ (~e & g);
const t1l = h +% S1 +% ch +% K[1] +% w[i];
const SO = rotr(a, 2) ”~ rotr(a, 13) ~ rotr(a, 22);

const maj = (a & b) *(a&c) ™ (b&c);

const t2 = SO +% maj;
h=g9g;9="f; f=e; e=d+% tl;
d=c; c=Db; b=a; a=1l +% t2;

}

// 4. Acumular las variables de trabajo en el estado.
state[0] +%= a; state[l] +%= b; state[2] +%= c; state[3] +%=
state[4] +%= e; state[5] +%= f; state[6] +%= g; state[7] +%=

o Qo

}

// Hash completo: procesa el mensaje en bloques, padea el Gltimo, escribe el resumen.
pub fn sha256(msg: []const u8, out: *[32]u8) void {

var state = HO;

var block: [64]u8 = undefined;

var block w: [16]u32 = undefined;

// Procesar bloques completos del mensaje original.

var i: usize = 0;

while (i + 64 <= msg.len) : (i += 64) {
@memcpy (block[0..64], msg[i..i+64]);
for (0..16) |j| block w[j] = readU32(block[]j*4..]j*4+4]);
compress(&state, block w);

// Padding del Gltimo bloque: byte 0x80, después ceros, después la

// longitud original (en bits) como u64 big-endian en los 8 UGltimos bytes.
const remaining = msg.len - 1i;

@memcpy (block[0..remaining], msg[i..]);

block[remaining] = 0x80;

const bit len: u64 = @as(u64, msg.len) * 8;

if (remaining + 1 + 8 <= 64) {
// El padding cabe en el mismo bloque.
for (remaining + 1..56) |k| block[k] = 0;
var k: usize = 0;
while (k < 8) : (k += 1) block[56 + k] = @truncate(bit len >> @as(u6, @intCast((7 - k) * 8)));
for (0..16) |j| block w[j] = readU32(block[j*4..j*4+4]);
compress (&state, block w);
} else {
// El padding requiere un bloque adicional.
for (remaining + 1..64) |k| block[k] = 0;
for (0..16) |j| block w[j] = readU32(block[]j*4..]j*4+4]);
compress (&state, block w);
for (0..56) |k| block[k] = 0;
var k: usize = 0;
while (k < 8) : (k += 1) block[56 + k] = @truncate(bit len >> @as(u6, @intCast((7 - k) * 8)));
for (0..16) |j| block w[j] = readU32(block[j*4..j*4+4]);
compress(&state, block w);

}

// Escribir el estado final como 32 bytes big-endian.
for (0..8) |j| writeU32(out[j*4..j*4+4], stateljl]);
}

// Ejemplo de uso.
pub fn main() void {
var resumen: [32]u8 = undefined;
sha256("Cuadernos Lacre", &resumen);
for (resumen) |byte| std.debug.print("{x:0>2}", .{byte});
std.debug.print("\n", .{});
// Imprime: aebbdeabbbf5476889e0651a31f3dc1612fc61497477e21a95cabae2a6886¢c3e
}

Bat ky viéc viét lai nao bang ngon ngit khac tuan theo cing mot cau triic — cac hang s6 ban dau, ma rong lich trinh, sau
muoi bon vong 1dp, tich liiy — déu tao ra cung mot két qua. Thuat toan khong c6 bi mat: gia tri cia né nam & cho cac dac



tinh dwoc liét ké & trén van ditng vitng sau hai thap ky phan tich mat ma cong khai tir hang ngan cdp mat.

Néu ban quay lai cubi bai viét nay, ban sé thdy mét con ddu thdp luc phdan gom sdu muoi bon ky tu. D6 la SHA-256 ctia
vdn ban ban vira doc, bdng ngén ngir nay. Néu chting téi dich bai viét, con ddu sé khdc; néu mét tir trong phién bdn tiéng
Tdy Ban Nha thay déi, con ddu tiéng Tdy Ban Nha sé thay doi. Con ddu khéng bdo vé ndi dung — dd co cdc cong cu khdc
cho viéc d6 — ma né dinh danh ngi dung mét cach duy nhat. Va diéu do, du nghe c6 vé khiém tén, ciing du dé khong mot
buéc nao trong chubi bién tdp cé thé thay doéi nhitng gi dd néi ma khéng bi phdt hién. Nhirng thit con lai — md héa, ky tén,
dinh danh — déu duoc xdy dung dwa trén y twdng don gidn nay.

Ghi chu cia bién tap vién: khi cdc Cuadernos nay néu tén cac cong ty hodc san pham, dé khong phai la dé cao budc.
Nhitng ngwdi tao ra chiing lam nhitng cong viéc ma hang triéu nguwdi sit dung va tran trong. Nhitng gi chiing t6i chi ra
mang tinh cau tric — vé mo hinh, khong phai thwong hiéu. Cac thwong hiéu xuat hién nhw mot vi du vi d6 1a nhitng gi
nguwoi doc nhan ra.

Nguon tham khao va doc thém

e NIST — FIPS PUB 180-4: Secure Hash Standard (SHS), thang 8 nam 2015. Pdc ta chinh thitc cia ho SHA-2, bao
gom SHA-256.

e RFC 6234 — US Secure Hash Algorithms (SHA and SHA-based HMAC and HKDF), IETF, thang 5 nam 2011. Phién
ban quy chuan cho nhitng ngwoi trién khai.

e Ferguson, N.; Schneier, B.; Kohno, T. — Cryptography Engineering: Design Principles and Practical Applications
(Wiley, 2010). Chuong 5 va 6 dé cap dén cac ham bam va cac cach st dung hgp phép va bat hgp phap cua chiing.

¢ Nakamoto, S. — Bitcoin: A Peer-to-Peer Electronic Cash System (2008). Vi du thyc té vé viéc st dung SHA-256 dé
lién két cac khoi trong mot cau tric bat bién theo thiét ké.

e Quy dinh (EU) 910/2014 (eIDAS) — khung phép ly cho cac nha cung cdp dich vu déng dau thoi gian da diéu kién.
SHA-256 la ham tham chiéu cho céc chit ky va dau dién tr da diéu kién duwgc cap tai EU.

o Trién khai tham chiéu trong Zig: std.crypto.hash.sha2.Sha256 trong kho Iwu trit chinh thitc ctia ngén ngit
(github.com/ziglang/zig — 1ib/std/crypto/sha2.zig). Pay la phién ban t6i wvu hda va kiém dinh ma thyc t€ Solo2
dang st dung. Hitu ich dé doi chiéu vdi trién khai gido khoa trong phu luc.

~ TrwdcSchrems 11, ndm ndm sauTiép theo — Kill switch va s thau tém thé ché

Cac bai doc gan day

o Phan tich - Ngay 18 thang 5 nam 2026 Self-hosting nhw mot thwe hanh chuyén nghiép
e Khai niém - Ngay 18 thang 5 ndm 2026 24 tu: danh tinh mat ma la gi

Tai bai viét nay dé st dung & bat ¢t dau ban can.

| Markdown | Van bén thuan tdy | PDF

Tép sé dugc tai xudng thiét bi cia ban. Tt d6, ban c6 thé lwu trit, nhap vao Solo2 hodc chia sé ¢ bat cit dau. Cuadernos
khong quyét dinh diém dén thay cho ban.

Déau sap - SHA-256 1d5c79c27e1b41e9047830b1acf21241190f20d7843b1£7d993c608268d2e716

Cuadernos Lacre - M6t an pham ctia Menzuri Gestién S.L. -
viét bdi R.Eugenio - dugc bién tap bai doi ngii Solo2.

Trang web nay khong st dung cookie va khong tdi tai nguyén tir bén thit ba. N6 st dung mat trinh dém lwgt truy cap an
danh ty Ivu trit (Umami, trén may chii Chau Au cta ching t6i) va lwgng JavaScript t6i thiéu can thiét cho hai niit diéu
khién & dau trang: ché do sang hodc t6i va trinh chon ngén ngit. Khong trinh theo doi, khong 1ap ho so, khong chia sé dir
liéu. Néu ban mudn theo doi ching toi: RSS.


file:///vi/so-tay/articulos/ban-an-schrems-ii-da-thay-doi-cac-quy-tac.html
file:///vi/so-tay/articulos/ban-an-schrems-ii-da-thay-doi-cac-quy-tac.html
file:///vi/so-tay/articulos/loi-hua-dua-tren-kha-nang-kill-switch.html
file:///vi/so-tay/articulos/loi-hua-dua-tren-kha-nang-kill-switch.html
file:///vi/so-tay/articulos/rieng-tu-kien-truc-vs-rieng-tu-khai-bao.html
file:///vi/so-tay/articulos/rieng-tu-kien-truc-vs-rieng-tu-khai-bao.html
file:///vi/so-tay/articulos/rieng-tu-kien-truc-vs-rieng-tu-khai-bao.html
file:///vi/so-tay/articulos/cau-hoi-giua-dam-may-va-tang-ham-self-hosting.html
file:///vi/so-tay/articulos/cau-hoi-giua-dam-may-va-tang-ham-self-hosting.html
file:///vi/so-tay/articulos/cau-hoi-giua-dam-may-va-tang-ham-self-hosting.html
file:///vi/so-tay/articulos/su-khac-biet-giua-mat-khau-va-danh-tinh-ky-thuat-so.html
file:///vi/so-tay/articulos/su-khac-biet-giua-mat-khau-va-danh-tinh-ky-thuat-so.html
file:///vi/so-tay/articulos/su-khac-biet-giua-mat-khau-va-danh-tinh-ky-thuat-so.html
file:///vi/so-tay/articulos/y-tuong-don-gian-dang-sau-cai-ten-ky-thuat-sha-256.md
file:///vi/so-tay/articulos/y-tuong-don-gian-dang-sau-cai-ten-ky-thuat-sha-256.txt
file:///vi/so-tay/articulos/y-tuong-don-gian-dang-sau-cai-ten-ky-thuat-sha-256.pdf
https://menzuri.com/
file:///
file:///cuadernos/feed.xml

