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 IlonepenHiii-HacTynHUiA —

IITo Take HacnpaBjal SHA-256

MareMaTuuHHi BiIOUTOK, 1110 BMIIy€ThCS Y MICTAECAT YOTUPU CUMBOJIU i TIOBHICTIO 3MiHIOETHCS, SIKIIIO 3MiHUTH X0ua 0
OJJHY KOMY B OpUTriHa/bHOMY TeKCTi. YoMy MU Ha3KMBaeMO MOro LU(PPOBO CYpryUYHOIO [1eUaTKO0.

IpocTrime KaXyuu: YIBiTh MalllMHY, sIKa 3UUTY€ Oyb-SIKUM TEKCT i BU/A€ TTOCITiAOBHICTD i3 64 cuMBOsTiB. SKII0 TEKCT Ha
BXO[i iIeHTUYHMH, TTOC/TiZIOBHICTL Ha BUXO/i Oy/e ieHTHUHO0. SIKII0 BU MepecTaBuTe xoua 6 ofiHy KOMY, TIOC/IiJOBHICTh
Oyze 30BciM iHmmoro. Lls mocmigoBHiCTE — 1 pOBHIA Cypryu.

IIpocTa ifiess 3a TEXHIYHOIO0 HA3BOIO

YABiTB, 1110 iCHy€ Malll{Ha 3 OfHUM C/I0TOM i OZJHUM eKpaHOM. ¥ CJI0T BU BCTaBJISIETe TEKCT: CJI0BO, (hpasy, Ljinnii poMaH.
Ha ekpaHi 3a MUTB 3'IBASIETHCS MTOC/IIZIOBHICTD PiBHO i3 LIiCTAECSTH YOTUPHOX CUMBOJIiB. Mu, ripodeciiiHi ynTaui,
Ha3MBaeMo Lie xewem abo kpunmoepagiuHum pestome; [i/1s 3arajbHOTO UMTaua MU MOXKEMO TOKH 110 Ha3UBaTH 1ie
MaTeMaTHYHUM BiZIOMTKOM TEKCTY, SIK BiZIOMTOK Masiblisl € BiZlOMTKOM JIFOAWHMU.

SIKiI0 BU BCTaBUTe OZIMH i TOM camuil TeKCT /Biui, MalllMHa o61/Ba pasu rokaxe To camuii BilOMTOK. SIKIIIO BU BCTaBUTe
TPOXH iHILIMIA TEKCT — OJHY 3MillleHy KOMY, BeJIUKY JIiTepy 3aMiCTh Majioi — MallliHa ITOKake 30BCIiM iHIIWH BiZIOMTOK,
HDK nepmmid. He cxoxxul, a came iHmmMM. 1li Bi BIaCTUBOCTI pa3oM — JeTepMiHi3M i UyT/IMBICTE — i € Ti€0 MPOCTOX0
ineeto. Yce inme B SHA-256 — 11e MexaHi3M, IKUH 3a0e3meuye iX BUKOHAHHS.

Bapro Bigpa3y ckasatu, uoro mMaiivHa He poouts. BoHa He mudpye Tekct. He mpuxosye #oro. He 36epirae #ioro. Marimna
JUBUTHCS HAa TEKCT, 0OUMC/IIOE BiOMTOK i 3a0yBae rpo TeKcT. BimOUTOK He 103BOJISIE BiZJHOBUTH TEKCT, IKWH HOr0 CTBOPUB,;
BiH JIMIIIe ZI03BOJISIE, MAalOUM KaHAWZAT Ha TEKCT, MePeBipUTH, UM 30iraeThcs BiH 3 opUriHasioM. TOMy MU Ka>keMo, IO 1ie
pe3toMe 8 0OuH OiK: Ty MOXKHA, Ha3aJ — Hi.

Xem1 — 1ie He Te caMe, 110 IUu(pPyBaHHA

[TnyTaHyvHa BUHMKAE YacTo, i ii BapTO po3BisiTH: MPyBaHHS Ta XelllyBaHHsS — Lie Pi3Hi onepauii. [lludpyBanHs nonsrae
B TIepeTBOPeHHI TeKCTY Tak, 100 JIMIIIe BIaCHUK K/TF0Ua MiT TIOBEPHYTH HOTO /10 TTOYaTKOBOTO BUITISY. XelTyBaHHS
T0JISITA€ Y CTBOPEHHI BiZIOHUTKa TEKCTY, 3 TKOTO OPUTiHA/bHUN TeKCT HIKO/IM He MOKHA BiTHOBUTH, Hi 3 K/TtoueMm, Hi 6e3
Hboro. [lepiiie 3a 3aymom € 060pOTHUM; ApyTe 3a 33lyMOM — He0OOpPOTHUM.

ITpakTHUHWI HAaCTiMOK BaXK/IMBUI. Ko/mu ofaToK Kake: «MHU 30epiraeMo Balll 11apoJib 3alIu(ppOBaHUM», € XTOCh, XTO Ma€
KJTIOU /1711 HOTO po3imdpyBaHHA — y Oy/ib-sIKOMy pasi cam goaTok. Konv f10aToK Kaxke: «MH 36epiraemo Baill maposib
XeIIOBaHWM», CaM JIOZIATOK He MOyKe TTPOUMTATH OPUTiHA/IbHUH Mapo/ib, HaBiTh IKOW 3aX0TiB; BiH MOYKe JIMIIIe TIePeBipUTH,
Y1 Te, 1110 BU BBOJIUTE, 3HOBY CTBOPIOE TOM caMuii Bi/jOWTOK. JIpyra Mogienb, 3a MPaBU/ILHOTO BUKOHAHHS, HabaraTo Kpaiiia
3a mepiiy A1 36epiranss rmaposiis. Jai Mu mobaurMo, YoMy «ITpaBU/IbHe BUKOHAHHS» BUMArae Jeijo Oi/bIIoro, Hixk
npocto SHA-256.

YoTrpu BJIaCTHUBOCTI, I{0 Po0/IATHL KpUunTorpagiyHuii Xel KOPHUCHUM

Xet-(hyHKIIis, 1[0 3aC/yTOBY€E Ha MPUKMETHUK KpunmozpadpiuHa, Bi/iTIOBiZlae YOTUPbOM BJIaCTUBOCTSIM:

1. Merepminizm. OavH i Tol camuii BXif 3aB)KIM CTBOPIOE OJWH i TOW CaMUH BifiOHUTOK.
2. EdekT naBunu. Hepesika 3MiHa y BXiZJHUX JAHUX CTBOPIOE 30BCIiM iHIIMI BiAOMTOK, 6e3 BUAMMOI TIOAiOGHOCTI [0
MornepeiHbOro.
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3. CTilKicTh /10 3BOPOTHOr0 NepeTBOPeHHsA. Maroul BiZIlOMTOK, 06YMC/IIOBaIbHO HEMOXK/TMBO 3HAWTH TEKCT, KU
{ioro CTBOpUB.

4. CrilikicTb A0 Komi3ii. O0unCI0BaIbHO HEMOXK/TMBO 3HAWTH ABAa Pi3HUX TEKCTH, sIKi CTBOpIOBanv O 0JJHAKOBUM
BiJJOUTOK.

«O0UMCIIOBA/TILHO HEMOXK/TUBO» He 03HAYa€e «MaTeMaTHUHO HEMOXK/IUBO». 1]e 03Hauae, 1110 BapTiCTh yacy, eHeprii Ta
TpoIIiei ISt TOCSITHEHHS I[bOT0 Ha 6araTo Mops/KiB TIepeBHIIY€E CyMY BCi€l 00UMC/TIOBA/ILHOI TIOTY>KHOCTI, SIKa € PO3yMHO
nmoctymnHoto. s SHA-256 1151 Me)ka BUMiPIOETCSI TUCSTUaMU TPUILHOHIB POKiB HAaBiTh 3a HAMOI/BII ONTTUMiCTUUHUX
MiZxoiB 3i crierfiaizoBaHuM obazHaHHAM. 1o A1 MPaKTUYHMX LIiJIeld yhTaya Te caMe, [0 i «HeMOXK/TUBO».

SHA-256, KOHKpeTHO

Hassa roBoputh cama 3a cebe. SHA — 11ie abpesiarypa Bizg Secure Hash Algorithm: anroputm 6e3meuHoro XelryBaHHSI.
Yucno 256 BKa3ye Ha po3Mip BifoMTKa B biTax: ABiCTI M'aTAecAT 11icTh 6iTiB, TOOTO TPUALIATDL ABa OAWTH, SIKi Y
IICTHA/LATKOBOMY (hOpMaTi BUIVISAIOTh SIK IIICTAeCST YOTUPU CUMBOJIH, sIKi uMTau ye Bri3Hae. CtaHapT OyB
orny6/ikoBaHUM aMmepruKaHCHKUM iHCTUTYTOM NIST, opraHom, sikuii HOpMye Taki GyHKIIii, y 2001 polii K yacThHa
cimetictBa SHA-2; unnHa Bepcisi crangapty, FIPS 180-4, natyerbcs 2015 pokom.

JInsa THX, XTO 11ie He 3HAE, 1[0 Take 0iTH Ta OaNTH:

1 6iT - 0 abo 1 (BuMMKay: yBiMKHeHO abo BWMKHEHO)
1 6ant - 8 6itis (256 MoxnuBux KoMbOiHauin)
32 bantn - 256 6iTiB (BipbuTtok SHA-256)

Yucso 256 y KiHI[i Ha3BW BKa3y€e Ha po3Mip BifioMTKa B 6iTaxX. Y IIiCTHAAUSTKOBIH CUCTEMi — CHUCTeMi UMCIeHHS 3
LI CTHAALSATEMA CHMBOJIAMU 3aMiCTh iecaTd — wii 256 6iTiB BMiLytoTbCs piBHO y 64 cumBonu. Le Ti 64 cumBoy, sIKi BU
Gaunte BHM3Y KoykHOTO Cuaderno.

Po3Mipu 3acyroByIOTh Ha XBUJIMHKY YBaru. [IBiCTi M'AT/AeCAT IicTh OIiTiB ZI03BOJSIOTH [IBa Y [BICTI M'ATECATOMY
III0CTOMY CTYTIeHi Pi3HMX 3HaUeHb: YUCJIO 3 CiMJecaTbMa BicbMOMa /leCTKOBUMH Lidpamy, 1110 Ha Ki/bKa NopsiKiB
Oinblire, HXK OPiEHTOBHA Ki/IbKiCTh aTOMIB y CIIOCTepe)KyBaHOMY BCecBiTi. Ko)keH TeKCT y CBiTi — KO)KHa KHUTA, KOXKeH
eJIeKTPOHHUM JIUCT, KOXKHE TIOBiZIOMJIEHHSI — TIOTPAIUIsie Ha OfiHe 3 LUX 3HaueHb. ﬁMOBipHiCTb TOTO, 110 [1Ba Pi3HI TEKCTH
BUTIA/IKOBO 301KaThCs, /i MPAaKTUYHMX IIiJIei He Bi/[pi3HSIEThCS BiJ| HY/IS.

SIK 1je BUI/ISAIAa€ B KOl

VY Zig, MOBI, IKOI0 wWe THUIIIeMO KOMITOHEHTH, 1110 TPUMaroTh Solo2, oburcieHHst cypryuHoi nedatku SHA-256 /151 TeKCTy
BUIVISI[|A€ TaK:

const std = @import("std");

const texto = "Cuadernos Lacre";
var resumen: [32]u8 = undefined;
std.crypto.hash.sha2.5ha256.hash(texto, &resumen, .{});

Mu 11[0¥HO MOMPOCKU/IH CTaHAAPTHY 6ibmioTeky Zig obuncaut SHA-256 TekcTy B yankax. ITic/is BUK/IUKY 3MiHHA
resumen MiCTUTb TPUALATB /iBa OalTH, 1[0 CK/Ia/Ial0Th TIeYaTKy B ii CUpDOMY BHIVISIZIi; KOJTM BOHH Bi/[0Opa’karoThCs Ha
eKpaHi y IIiCTHaALSATKOBOMY (hopmarTi, 1ie IIiCTAeCAT YOTUPU CUMBOJH, sIKi 3'SB/ISIOTHCS BHU3Y IIi€l cTarTi. SIKOu Mu
3Minuu Cuadernos Lacre va Cuadernos lacre — Ha oJJHY BeJIUKY JiTepy MeHIIle — TeuaTka 3Mmiauiacs 6 noesictio. Ile i
€, Y I'ATH psifiKax, LieHTpajibHa BJIaCTUBICTb, Ha SIKill TpUMaEeThCs BCe iHIle. [I711 THX, XTO X04e obaunTy, SK 1ie MpaLjtoe
BCepe/JyHi, HAIPUKIHI|i CTaTTi MU J0Ja/Iu 3p03yMiJIy BEPCit0 a/lfTOPUTMY 3 IIOKPOKOBUMHU KOMEHTapsIMHU.

YoMy MBI Ha3UBA€MO MOr0 CypPry4Hor0 eyaTrkom

¥ eBponeiichbkiit kopecrioHaeHLii XV-XIX crosnite cypryu (lacre) 3aneuaryBas yiicT. Kpariist po3niaB/ieHOTro BOCKY,
TIPUTHCHYTA 3BepXy I1eyarka — i JIMCT 3a/IMLIaBCs [I03HaUeHUM HelIOBTOPHUM YMHOM. Lle He 3axuIijano BMICT Bif,
Pillly4oro JONUTIMBOTO OKa — Tarip MoXHa Oy/10 MPOUMTATH Ha CBIT/IO, Cypryu MO)KHa OyJ10 3/1aMati — ajie 1ie CBiunio
PO BTPy4aHHs. Byab-sika 3MiHa 3arieyaTyBaHHs Oysia ITOMiTHa ofiep)KyBady IIie /10 TOTO, siK BiH po3ropHyB marip. Cypryu
He 3arobirap MOUTKO/KEHHIO; BiH HOT0 BUSB/ISB.



SHA-256 TekcTy koxkHoro Cuaderno BUKOHYE Ty camy (yHKLIif0 B Hioro Lydposiii Bepcii. k61 xoua 6 ofHe coBo cTarTi
3MiHHIOCS MK MOMeHTOM 11 y6stikaliii Ta MOMEHTOM, KO/ BU il UMTaETe, LIiCTHAALSTKOBA IleyaTka BHU3Y TEKCTY BKe He
36irasacs 6 i3 SHA-256 TekcTy, sKuii niepe/; BaMu. Byib-AK1il unTay i3 m'aTbMa pAAKaMHU KOAY Mir OU 1ie TiepeBipuTH.
ITy6sikariist He MOKe TepenucaTH CBOKO iCTOpiro Tak, 1100 mevarka il He BUKpU/Ia. BoHa He 3aXMINAE BiJl TOIIKOPKEHHS;
BOHA pOOUTH MO0 TaKUM, 1[0 Ti/|AA€THCS TepeBipLii.

YumM Xxell He €

YoTupw peui iHOAi 0uiKytOTh Biff SHA-256, siKi ioMy He NpUTaMaHHi:

1. IITudpyanHa. Xelll pe3toMye, a He PUXOBYE. SIKI0 BU XoueTe, 11100 TEeKCT He MO)KHA OYJI0 TMPOUHTATH, BaM
noTpiOHO #oro 3ammdpyBary, a He XelIyBaTH.

2. Aerentudikanis aBTopa. Xel He TOBOPUTh, XTO HalMCaB TEKCT, JIMIIIe IKUM TeKCT OyB xelrioBaHuid. 11100
TIOB's13aTH aBTOPCTBO, TIOTPiOeH KpunTorpadiuHuiA miIIHC TIOBepX Xely, a He MPOCTO CaM Xelll.

3. 36epiranns maposiiB. TyT € macTka, sKy Bapto po3yMiTi. SHA-256 po3pobsienuii Oyt gyKe MIBUIKAM — L0
nobpe s 6araTboX peuei, aje ToraHo s 1i€i. 3JTOBMUCHUK 3i crielfiaii3oBaHUM 00/1a[HaHHAM MOXKe TTepPeBipsATH
Mi/TbsSID/TY TTAPOJTiB Ha CeKyH Ty TIpoTy xery SHA-256, Tioku He 3Hatizie Bail. [y 30epiraHHsi MaposiiB i
BUKOPHCTOBYBATH HABMMCHO MOBi/IbHI QYHKIIii BUBeZieHHs K/TI0Ua, Taki K Argon2, scrypt abo berypt, y moeaHanHi 3
cinmo (YHIKaIbHUMM BUMaZKOBUMH JAHUMU /TSl KOKHOTO KOPHCTYBaua, 110 3arobirae cuTyatlii, Kol JBOE Jirofeid 3
0[JHAaKOBMM T1apoJjieM Mal0Th OZJHAKOBUH XellI).

4. YutaHHA Xelly K igeHTH(iKaTopa aBTopa. Lle He Tak. Xell ijleHTU(iKYe BMiCT. SKIIO ABOE /Tr0feil XelytoTh
coBo npugim 3a gonomoroo SHA-256, 061Ba OTpUMarOTh OJJHAKOBE pe3toMe — i 1ie IIeHTpaibHa BIaCTUBICTh, a
He fedekT: KOU pe3tome Oy/iu pi3HUMH, MU He MOT/IH O repeBipyuTH 30ir MiX OITy0/TiIKOBaHUM i OTpUMaHKUM.

e 3'aBnserbca SHA-256 y BaioMmy noBCAKA€HHOMY JKUTTi

Xoua BH 1160T0 He Gauute, SHA-256 TiAiTprMy€e 3HaUHY YaCTUHY TOTO, IT[0 BY IT[0/IHSI BAKOPHUCTOBYETE B iHTEPHETI.
Brokueiin Bitcoin 6ynyerscs nuisaxoM 3ueriieHHss SHA-256 KoyKHOTo 610Ky 3 HACTYITHUM; 3MiHa MUHYJ/IOTO O/I0KY 3MYIIy€e
repepaxoByBaTHU BeChb HAaCTYITHUM JaHItOT. Git, chcTeMa, 3a JOTIOMOI 00 SIKOi BePCIOHY€EThCS KO, TTOJIOBUHHU CBITY,
imeHTH(iKye KOXKHe MiATBepAyKeHHs (commit) 3a gormomororo SHA-256 (y HoBHX Bepcisix) abo iioro monepegarka SHA-1
(y crapimmx Bepcisix) ycroro ioro Bmicty. Ceprudikatu HTTPS, siki epeBipsitoTh aBTeHTUUHICTb caliTy, KOJId BU Ha
HBOTO 3aX0/IUTe, MalOTh TOB'sI3aHuM BinouToK SHA-256. 3aBaHTa)KeHHsI ITPOrPaMHOro 3a0e3MeueHHsT YacTo
CyTnipoBOKy0ThCs SHA-256, ony06/1ikoBaHUM po3p0OHUKOM, 11106 B MOIVIH MTE€PEBipUTH, U He Oyi1o dakin 3MiHeHo mif
yac repeaui. I, sk My BKe Ka3asu, BHU3y KookHoro Cuadernos Lacre.

st mpodeciiHOro yuTaya

Yotvpu oriepaTUBHI HaraZlyBaHHs AJIsl TUX, XTO TIPUMMaE pillieHHs: ab0 TIPOBOIUTH ay[IUT CUCTEM:

1. Xer — 11e He mudpyBaHHs. SKIIO MOCTaYa/ILHUK TUTyTAaE 1ii IBA TEPMiHU Y CBOIHM TeXHIUHiN AOKyMeHTallii, BapTO
3aMuTary, 10 caMe BiH Ma€ Ha yBas3i.

2. 15151 36epiraHHs maposiiB HiKOMX He CJ1ifi BUKOpHCTOBYBaTH e SHA-256. SHA-256 3aHaJTO MIBUAKWHN [17Ts LIbOTO
3aBJjaHHs (JUB. MyHKT 3 po3ziny Yum xew He €). [lotounuM ctaHaapToM € Argon2id: noBinbHMI 3a 3a[yMOM, 3
MOXX/IMBICTIO HaJIallITyBaHHS BiJJITOBIIHO [10 MOTY>KHOCTI CepBepa, Y NMO€AHaHHI 3 Pi3HOK BUIAJAKOBOO CLIO IS
KO)KHOTO KOPUCTyBaya.

3. 17151 LiniCHOCTI JOKYMEHTiB — KOHTPAaKTiB, cripaB, (aiinis — SHA-256 3anuiaeTbcsi eTaloOHHUM CTaHZAPTOM.
Came iioro BUKOPUCTOBYIOTh KBasidikoBaHi MocTayaibHUKY TIOCIYT AOBipH /s Mo3HaueHHs uacy B €C.

4. [1711 0BroCTPOKOBOTO 30epiraHHs (ZecaTHIITTS) BapTO TaKOXK 00UMC/IIOBaTy Ta apXiByBatu SHA-3 abo SHA-512
paszom i3 SHA-256; kpuntorpadiuHa 06auHiCTh peKOMEH/Iy€ He MOK/IaZaTUCS Ha OfHY (GYHKI[iF0 MPOTArOM CTOJTITHIX
apxiBiB.

TexHiuHO 11 iTepalfiiiHa CTPYKTypa, fie TPOMiXKHUI CTaH 30epiraeTbCsi Mi>k BXiJHUMY O/10KaMH, BifloMa SIK KOHCTPYKITist
Mepkna — Jamroppaa. Lle marepH, Ha sskomy 0a3ytotecst SHA-1, SHA-2 (Bkmtouatoun SHA-256) ta 6araro iHmmx
KjacnyHux xetn-QyHkuid. SHA-3, HaBMaky, BiJMOB/SIETHCS BiJj KOHCTPYKLil Mepkia — JlaMropza Ha KOPUCTb iHIIOT
apXiTeKTypH, 1[0 Ha3UBA€EThCS 2yOKa (sponge).



Ik npairoe SHA-256, KpoK 3a KPOKOM, NPOCTUMHU C/I0BAMH

YABiTB, 1110 BU 1OOYAyBa/IM HAMCKIAZHIITY y CBIiTi CXeMy 3 IOMiHO: THCsUi (ilIOK, 1eCITKH po3raay>KeHb, MeXaHiuHi
MOCTH Ta PaMIIH, 1110 MPOXO/ISAThH Uepe3 yCIo KiMHaTy, peTe/lbHO po3CTaB/ieHi dillka 3a ¢ilkoro.

SIK1110 B IITOBXHeTe Mepily (illiKy, JTaHLKKOK BIajle y TOYHIM i MOBTOPIOBaHiN nocifoBHoCTi. OfHaKoBe
HaJ/IallTyBaHHS, OIHAKOBHUH TePILIUH MOIITOBX — iJeHTUUHWH (PiHa/IbHUI Ma/TIOHOK BIa/UX (illIOK, 3HOBY i 3HOBY.

Ock 1110 T1iKaBO: MOCYHbTe JIMIie ofHYy (illIKy Ha TTiB caHTUMeTpa BOIK Mepe/ MOYaTKOM i 3HOBY IITOBXHIiTh. Pamra, sika
MaJsla aKTHBYBaTUCS, 3a/IUILIAETHCSI HEPYXOMOIO, MICT He IaZla€, CIIpaLibOBYe iHIlle po3rany>keHHsl. @iHanbHUI Bi3epyHOK
(iIok Ha mizy103i abCO/MIOTHO HEBITi3HAHHW TIOPIBHSIHO 3 MEPILM.

Maremaruuno SHA-256 — 1ie i € Taka cxema. TekcT, sikvii B MUILIeTe, — Lie TI0UaTKOBe TIOI0KeHHs (illIoK. ATOPUTM —
11e TIOIITOBX, SIKWM 3aITyCKa€e Kacka/. A KiHIIeBHM pe3y/bTaT — Te, 1110 MU Ha3uBaeMo xewem (hash), — 11e He3miHHe (HOTO
Ti/I7I0TH, KOMY BCe 3yITMHMWIIOCS. 3MiHITh X04ua O OZIHY KOMY B OPHTiHaIbHOMY TeKCTi, i hoTo Oyzie KapArHa/IBHO iHIIHM.
Tak npocTo i Tak paZjuKaabHO.

Kpoxk 1. ITepexknaj Tekcry y 6inapHi ¢imku. KoMmn'rorepu He po3yMitOTh JIiTep; BOHU CIIOYATKY MePeK/IajaroTh iX y
yncia (ASCII), a uucia — y 6iHapHMI Koz (oAuHMLI Ta Hy/Ti). Ko)KHa jiTepa repeTBOpIOeThCs Ha 8 6inx abo yopHUX
¢imok: A — e 01000001, B— 11e 01000010, pobis — 11e 00100000. Bech Balll TeKCT — €/1I0BO, KOHTPAKT, LI pOMaH
— CTa€ IOBTUM PsiZioM 6invx i 4opHUX (illiok.

Kpok 2. 3anoBHeHHs /10 craHAApTHOrO po3Mipy. Cxema obpobiisie psifi ppaemenmamu piBHo o 512 ¢imrok. Hkirjo Baie
TIOBi/IOMJIeHHS He ZI0CsTae po3Mipy, KpaTHOro 512, Bifipa3y mic/si TeKCTy JOAA€EThCS MapKepHa (ilrka (3HaueHHS
10000000), a oTtimM HyJIi 0 3aroBHeHHs (parmenTa. OctaHHi 64 MO3uLi1 KOYKHOTO (hparMeHTa pe3epBYHOTHCS ISl 3aITUCy
OpUriHa/NbHOI IOB)KHMHU TeKCTy. Tak cxema 3aBx/j1 3Hae, [ie 3aKiHUMBCS peaslbHUI KOHTEHT, a Jie 1104asi0Csl 3aTl0OBHEHHSI.

Kpok 3. Po3mimeHHss BocbMH MaiicTep-¢imok. [Tepes moyaTkoM MU K/aZieMo Ha CTij Bicim MaiicTep-¢imok y TouHo
BH3HaueHOMY T0UaTKOBOMY mosioxkeHHi. L1i Bicim iiiok He € cekpeTom: TXHi 1MOYaTKOBi 3HaUeHHsI BCTAHOBJIEH]
3araJibHO/IOCTYITHUM MaTeMaTUYHUM MpaBUIoOM (KBaJpaTHi KOpeHi 3 MepIuxX BOCbMU NPOCTUX uncen — 2, 3, 5, 7, 11, 13,
17,19 — i neprui 6iTi Apo6OBOI UaCTUHU KOKHOTO KopeHst). byib-XT0 y Oy/ib-KOMY KYTOUKY TJIAaHETH TIOUMHAE 3 TUX
caMMX BOCbMHM MakcTep-(illloK y TOMy caMOMy TOJIOKeHHi. [XHst 107151 — GyTH 3MiHEeHHMM JIABUHOKO TIOLITOBXIB.

Kpok 4. Beqinka 1aBUHa: WIICT/{eCAT YOTHPH PayHAM NomToBXiB. TyT nmounHaeTbes mwoy. [epmuii pparmedrT i3 512
(iIIoK BalIOro TEKCTY Bpi3aeThCs y BiciM mMaricTep-diiok. Asie BOHM He MaJjal0Th OApasy: MexaHi3M BUKOHYE IIICT/[eCAT
YOTHPH NOCTiI0BHI payHAu. Y KOKHOMY payHZi BiH poOUTh Tpu omepatiii 3 ¢imkamu:

o Kapycens (uukniuauii 3cyB). PilKu pyxaroThbCs 110 KOMY: Ti, 1110 TIPaBOpPYY, NepexoisaTh JiBopyu. JKojgHa dillika He
BTPaYaEeThCs i He [I0/ja€ThCsl; BOHU MIPOCTO TIepeBIOPsIIKOBYIOTHCS, pobsisiur MOBHe K0JIo Ha Kapyceii. Lle nemieBuii i
3BOPOTHHUH CMOCiO Tiepepo3noAimMTH iHpopMaLiito.

¢ Jloriuna Boponka (XOR). ®imku npoxosiTk uepe3 BOPOHKY, siKa IMOPIBHIOE X M0 JBi: SIKIII0 BOHU OJHAKOBOI'O
KOJTIbOPY, BUXOAUTH Oifta; Ko pi3Hi — uvopHa. Ile HaifripocTiiia ornepariis 6iHapHOI JIOTiKH, ajie y MMoeHaHHI 3
o0epTaHHsM KapyceJli BOHa CTa€ HaJj3BUUaiiHO MOTY>KHOIO /151 3MililyBaHHS iHdopmaLiii 6e3 il BTpaTu.

o IlepenoBHeHHs (MOAY/IbHE AoAaBaHHs). Pe3ysbrar mogaeThes 10 ituku nocmiliHo20 nowmoexy, B3sToi i3
3araJbHOZIOCTYITHOTO CTIMCKY IIiCTeCATH YOTUPbOX KOHCTAHT (KyOiuHi KOpeHi 3 TepIIvX LIiCT/AeCITH YOTHPHOX
MPOCTUX umces). SIKIIo TIpy ZiofiaBaHHI BUHUKAIOTh 3aiiBi (illlky, siKi He BMIII[YIOTbCS y BiiBeZieHUit rpocTip i3 32
oimmok, 1 3akiBi dirku BigkugaroTeCs. Ha cTosi € micie nuie as 32 ¢imiok, Hi ¢imkoro Ginbiire.

Hal'IpI/IKiHL]i ]_LIiCTAECHT UEeTBEPTOI'0 payHAy KOXKHa 3 CbiLLIOK BAllIOI'0 TEKCTY BIVIMHYJ/IA HA IMOJ/IO’K€EHHS BOCBMUA MaﬁCTep-
¢imok. EHepris nowToBxXy Mpoiiiia Kpisk yCro CXeMy.

Kpok 5. [logaBanHsa HacTynHoOro ¢hparmeHTa (0e3 ckujaHHs). SIKII0 Bamll TeKCT OyB JOBIUM i 3a/WIIMBCSA I11e OfUH
(parmenT i3 512 ¢imok Ay 06pobky, cxemMa He mepe3anycKaeTbes. BiciM mMalicTep-]illlok 3a/uiaroTbCsl TaKUMHU,
SIKUMHU X 3a/TMIIW/Ia TIepiiia JaByHa, i Apyruid ¢hparMeHT CIIPSMOBY€ETLCS Ha HUX, 100 aKTUBYBATH HACTYIHI LIiCTAECAT
yoTUpH payHu. Lle Hi6M J00yayBaTH HOBY KiMHATY 3 IOMiHO B KiHI]i Ti€i, 1110 IIIOMHO Briajia: 6e3/1af y MepIii MOBHiCTO
BM3HAayvae, fIK BIajie fpyra.

Kpok 6. ®inansHe doto. Kosu GpparmenTiB fiisi 00poOKy Ginbilie He 3a/IMIIAEThCS, JIaBUHA 3yMUHSAETHCS. MU TUBUMOCS
Ha ¢iHa/bHE TIOJIOKEHHS, Y SIKOMY 3a/IMIIWINCS BiciM MakcTep-dimok. Mu nepekiaziaeMo ixXHio KOHDIrypariito y Kof i3



JiTep Ta uu(p y LWicTHAAUATKOBIN cucTeMi. Pe3ynbTaT — psifjoK piBHO i3 wicTAecsiTH YOTUPHOX CUMBOJIIB: 1i€ i € Balll
BigouTok SHA-256.

YoTtHpy BIACTHUBOCTI BUIUIMBAIOTL caMi co60t0 3 TOro, sIK Mobyzj0BaHa cxeMa:

1. Jerepminiam. OauH i TOM camuii TEKCT 3aBXX/AH Jla€ 0fHaKoBe (iHambHe GoTo Ha Oy/Ib-SIKOMY KOMITTOTEpi Y CBiTi.
Hyne BUNaKOBOCTI, HY/Ib CFHOPIPU3IB.

2. EdekT napunu. /lojaHa koMa, 3MiHeHa BeJsidKa JiiTepa, 3a0yTtuii anoctpod: $hoto cTae abcoMOTHO HEBITi3HAHHNM.
Le Ta cama ekcTpeMasbHa YyT/IMBiCTh, IKy MU OMKCAIN Ha MTOYATKY.

3. He3popoTHicThb. Marouu diHabHe (HOTO, BU HE MOXKETe BiJHOBUTH OpHUTriHa/NbHUM TeKCT. ObepTaHHs, BOPOHKH Ta
TieperioBHEeHHsI 3HULIYIOTh YCI0 iH($OpMariito mpo Te, 38i0Ku npuliwios KoxceH 6im, i 30epiratoTs uiie 3aeanbHy Cymy
3MIH.

4. CTiliKicTb A0 KoTi3ii. 3a ABaUST M'ATh POKIiB My0/IiUHOTO KPUTITOAHAJTi3y HIKOMY He BAA0Cs 3HAUTH /iBa Pi3Hi
TeKCTH, uui GiHaabHi (hoTo 36irucs 6. I ckiafHiCcTh 1bOro 3aBAaHHS BUXOJUTD 3a MeXKi 00UMC/TIOBA/IBHUX
MOXX/THBOCTEH Oy/Ib-AKOT 1[UBi/Ti3allii, SKy MO>KHa CO0i YIBUTH.

[Hopatok i3 KooM HUyKue peasi3ye came Lji 1IiCTb KPOKiB Ha MOBIi Zig. Ternep BU Mo)KeTe IPOYUTATU HOT0, pO3yMitoun
3HaueHHsI KOKHOI OiTOBOI oriepaiiii, a He MPOCTO CJITNO MPUMMAaKUX MaHIy/IALil 3 JaHUMU.

TexHiuHUM [V10CapiH

Jlns uumaua, skuli xoue 3po3ymimu, Wo pobumsb KodicHa onepayis. Modiceme 8inbHO nponycmumu yell po30in: cmammio
MOJiCHA 3po3ymMimu i 6e3 Hbo2Oo.

ASCII ta Unicode — 5K jiTepu cTaloTh uncaaMu. Kommn'totepy He 6auaTth J1iTep; BOHM Oauath urcia. CTaHapT i
Ha3Boro ASCII (1963 pik) npu3Haua€e KO)KHOMY CUMBOJIY K/aBiaTypu neBHe uucio: A — 1ie 65, B—1e 66, a —1e 97, 0
— 11e 48, mpobin — 32, koma — 44. CyuacHi CHCTeMH PO3IIMPIOIOTH Horo 3a foromororo Unicode, sikuii mpu3Hauae
YHCJI0 KOOKHOMY CUMBOJTY KOXKHOTO andaBiTy CBiTy: KUpU/HULi, apabChKOTO MTUCbMa, KUTAaHChKUX Ta ATIOHCHKUX i€poridiB
i HaBiTh emopa3i. Kou BU BBOJUTE CUMBOJT a00 BiZIKpUBA€ETE TEKCTOBUM (paiisi, KOMITHOTEP UHUTA€E YKC/IO B OCHOBI, a He
tdhopmy Ha ekpani. SHA-256 mpartitoe 3 UMY YMCIaMU, CIIPUAMaroun Oyab-sIKUi TeKCT K JOBT'Y TIOCTiJOBHICTE LAGP.
ToMy BiH MOXXe OIHAKOBO 0OPOOMTH CTATTIO iCTIAHCHKOIO, BipII ATIOHCHKOIO abo OiHapHWMI daii.

XOR — nopo3psajne nopiBHaHHA. XOR (BUMOB/SETLCS K «€K30p», Bifl aHII. exclusive or, «BUKTIOUHEe ab0») — 1ie
0/IHa 3 HAUTIPOCTIMKX Orepaliiii, sKi KOMIT'TOTep MOKe BUKOHYBAaTH 3 [IBOMa OiHapHUMU urcsiaMu. BoHa TIOpiBHIOE /iBa
6iTu Toro3uLifiHO i ToBepTae: 1, K10 piBHO OAMH i3 ABOX AOpiBHIOE 1 (0uH, ane He oOuzABA), i 0, IKIII0 BOHU O/JHAKOBI
(obuaea 0 abo obuea 1). Hanpukiaza: XOR a1 10160 ta 1100 gae 0110. Onepatlis Ma€ 4yloBy BIaCTUBICTh: BOHA
3BOpPOTHA — SIKII0 BU JiBiui 3acTocyeTe XOR 3 THM camyM KittoueM, BU IOBepHeTecs /10 opuriHamy. Tomy 1je poboua
KOHsTYKa Kpurnrorpadii: BoHa 3miliye 6iti 6e3 BTpaty iHdopMaliii, ajie pe3y/ibTaT Hiuoro He TOBOPUTH PO BXi/IHI /aHi,
SIKIL|O0 BU He 3HA€ETe OfHOTO 3 HUX.

ITicrHaagnATKOBA cucTeMa — Jiiuba 3a ocHoBoIo 16. Maiike BCi urc/ia y TIOBCAKZEHHOMY JKMTTi BAKOPHCTOBYHOTh
necstb nudp (0-9). IlicTHaALATKOBA CHCTeMa BUKOPUCTOBYE IIiCTHAALAT: 3BUUHI 0—9 11t0C 1IicTh JtiTep, 110
TMpe/CTaBIISIOTh HACTYIHI 3HaueHHs: A = 10, B =11, C =12, D = 13, E = 14, F = 15. Yomy wictHaguaTe? Tomy 1110
KOMIT'IOTepU MUC/IATh IPyIlaMy 110 YOTHUPH BiTH, @ YoTHPH OiTH MOXKYTh ITPeACTaB/IATH PiBHO LIICTHAALATE Pi3HUX 3HaYeHb
— TaKWUM YMHOM, OZIVH IIIiCTHAIIITKOBUI CUMBOJI UiTKO BifiNOBifae uotuproM bitam. Bigoutok SHA-256 Mae JOBXUHY
256 6iTiB, 1[0 CTAHOBUTH PiBHO 64 IIiCTHAAATKOBI CMMBO/IM. STKOUM MU 3arHCyBa/Id HOTO 3BUYAHUMMU [J1e CITKOBUMU
yHrC/aMy, BiH 06U 3atiMaB 6/m3bk0 78 nudp i Oy 6u MeHin 3pyunum. Leit BUOip ecTeTUUHUM i KOMITAKTHUM; YMC/IO B
OCHOBI 3a/IMI1A€THCSI TUM CaMUM.

Iuktiunmii 3cys 0iTiB — GiHapHa Kapyce/ib. YABiTh psj i3 ceMu J1aMIOUOK, [JesKi 3 IKuX CBiTaThCs (1), a Ageski — Hi
(0):1 6110 0 1. 3cyB npaBopyd Ha OAHY TIO3HILIiI0 TIOMATAE B TOMY, 11100 B3STH KpPaiHIO TPaBy JIaMIIOUKY, ITepeHeCTH ii
Ha KpaliHill 1iBuii Kpail i 3CyHYTH peluTy Ha OfHY Mo3uLiito paBopyu: 1 1 @ 1 1 0 0. KojHa jaMrioyka He BTpavyaeThbCs i
He JIOAA€ThCS: BOHU TIPOCTO PYXaroThCs 10 Komy. SHA-256 BUKOPUCTOBYE 3CyB 0iTiB COTHI pa3iB y K)KHOMY 06UrC/IeHHi;
1]e JlellieBuH i 6e3 BTpaT criocib rmepepo3noiny iHpopmMallii BcepeayHi CcTaHy.

Koncrantn «nothing-up-my-sleeve» — uomMy BOHH HOXOAATH Bijf mpocTux umces. Bicim maiicrep-¢imok Ta wictaecst
YOTHUPY KOHCTAHTH payHZiB y SHA-256 He Gynu obpaHi BumnafkoBo. BoHM TTOXOATh Bifi KBa[paTHHX Ta KyOiuHUX KOpeHiB
nepimx rnpoctux urcesn. Yomy? Tomy 1110 Au3aiiHepy XOTi/IM KOHCTAHTH «be3 Hiuoz2o 8 pykasax» (nothing up my sleeve):
3HaueHHsI, TIOXO/)KeHHsT IKUX Oy/Ib-XTO MOKe TepeBipuTh. IKOM XTOCh CKa3aB BaM: «008ipcsi MeHi: gukopucmosyil ye
gunaokose 32-6imHe uuca0», BU 6 06IPyHTOBAHO 3arliJJO3pH/IH MPUX0OBaHy c/1abKicTh abo 6ekgop. Ane O6ynb-XTo 3
Ka/bKy/ITOPOM MOJKe TiepeBipHTH, 1110 repiui 32 6iTi KBaZipaTHOTO KopeHs 3 2 — 1je 0x6a09e667. 3HaUeHHs €
MareMaTHYHUMH, MTyO/IiYHUMH Ta BiJTBOPIOBAHMMU: >KOZHA I1aCTKA He MOyKe TIOTPAITUTH B peLierlT.



HNoparok: SHA-256 y 3po3ymiiomy Kopi

Lleli mofaTOK MPU3HAUEHHWH /1Sl UMTaua, SIKUM Xoue mobaunTi anropuT™ 3cepeuHu. Lle HaBuasibHa peartisariis Ha Zig, sika
Bignoginae cenmdikariii FIPS 180-4. Lle He Ta Bepcis, 5Ky BUKOPUCTOBY€E Solo2 — peasibHa 3HaXOJUTHCS B
std.crypto.hash.sha2.Sha256 crangapTHoi 6i6ioTeky Zig, BOHa ONTHMi30BaHa Ta ayjililoBaHa. AJie aiTOpUTM TON
caMuii: Te, 1110 BU OauuTe TYT, — Lie KPOK 3a KPOKOM Te, 1110 BiZI0YBa€ThCsl, KOJIU TOW BUKJIUK i3 IT'SITU CUMBOJTiB BUKOHY€E
CBOIO po0OTY.

const std = @import("std");

// SHA-256 — implementacién didactica.

// Sigue la especificacién FIPS 180-4. Prioriza la claridad sobre la
// velocidad y la robustez frente a entradas hostiles. Para produccién,
// usa std.crypto.hash.sha2.Sha256, que estd optimizada y auditada.

// HO: las ocho palabras del estado inicial. Primeros 32 bits de la parte
// fraccionaria de las raices cuadradas de los primeros ocho primos
// (2, 3,5, 7, 11, 13, 17, 19).
const HO = [ Ju32{
0x6a09e667, O0xbb67ae85, 0x3c6ef372, Oxa54ff53a,
0x510e527f, 0x9b05688c, 0x1f83d9ab, 0x5be@cdl9,
b

// K: 64 constantes de ronda. Primeros 32 bits de la parte fraccionaria

// de las raices cubicas de los primeros 64 primos.

const K = [ Ju32{
0x428a2f98, 0x71374491, Oxb5cOfbcf, Oxe9b5dba5, 0x3956c¢25b, 0x59f111f1, 0x923f82a4, Oxablcb5ed5,
0xd807aa98, 0x12835b01, 0x243185be, 0x550c7dc3, 0x72be5d74, 0x80deblfe, O0x9bdc06a7, 0xcl9bfl74,
0xed49b69cl, Oxefbe4786, 0x0fcl9dc6, 0x240calcc, 0x2de92c6f, 0Ox4a7484aa, 0x5chb0a9dc, 0x76f988da,
0x983e5152, 0xa831c66d, 0xb00327c8, Oxbf597fc7, 0xc6e@Obf3, 0xd5a79147, 0x06ca6351, 0x14292967,
0x27b70a85, 0x2el1lb2138, Ox4d2ce6dfc, 0x53380d13, 0x650a7354, 0x766a0abb, 0x81c2c92e, 0x92722c85,
Oxa2bfe8al, 0xa8lab664b, 0xc24b8b70, Oxc76c51a3, 0xd192e819, 0xd6990624, 0xf40e3585, 0x106aa0d70,
0x19a4cl116, 0x1e376c08, 0x2748774c, 0Ox34b0Obcb5, 0x391cOch3, Ox4ed8aada, Ox5b9ccadf, 0x682e6ff3,
0x748f82ee, 0x78a5636f, 0x84c87814, 0x8cc70208, 0x90befffa, Oxad506ceb, Oxbef9a3f7, 0xc67178f2,

3

// Rotacién circular a la derecha de un u32.
inline fn rotr(x: u32, n: u5) u32 {

return std.math.rotr(u32, x, n);
}

// Lee 4 bytes consecutivos como un u32 big-endian.
inline fn readU32(b: []lconst u8) u32 {

return @as(u32, b[0]) << 24 | @as(u32, b[1l]) << 16 | @as(u32, b[2]) << 8 | @as(u32, b[3]);
}

// Escribe un u32 como 4 bytes consecutivos big-endian.
inline fn writeU32(b: []Ju8, v: u32) void {

b[0] = @truncate(v >> 24);
b[1] = @truncate(v >> 16);
b[2] = @truncate(v >> 8);
b[3] = @truncate(v);

}

// Compresién de un bloque de 64 bytes sobre el estado del hash. Sigue §6.2.2 de FIPS 180-4.
fn compress(state: *[8]u32, block: [16]u32) void {

// 1. Expansién del schedule: 16 palabras - 64. Las nuevas se obtienen

// combinando cuatro anteriores con dos funciones de mezcla (sO y sl)
// que usan rotacién, XOR y desplazamiento. El "+%" es suma con
// truncado u32 (overflow-wrap), tal como exige el estandar.

var w: [64]u32 = undefined;

for (0..16) |i| w[i] = block[i];

for (16..64) |i| {
const sO = rotr(w[i-15], 7) ~ rotr(w[i-15], 18) ™ (w[i-15] >> 3);
const sl = rotr(w[i-2], 17) ~ rotr(w[i-2], 19) ™ (w[i-2] >> 10);
wli] = w[i-16] +% sO +% w[i-7] +% s1;



// 2. Variables de trabajo: copia del estado actual.

var a = state[0]; var b = state[l]; var c = state[2]; var d = state[3];
var e = state[4]; var f = state[5]; var g = state[6]; var h = state[7];
// 3. 64 rondas de mezcla no lineal.
// S1, SO : combinaciones rotacionales de 'e' y 'a'.
// ch : "choose" — multiplexor bit a bit, elige entre f y g segln e.
// maj : "majority" — bit mayoritario entre a, b, c.
// tl + t2 : se inyecta al top de la cascada cada ronda.
for (0..64) |i| {

const S1 = rotr(e, 6) ”~ rotr(e, 11) ©~ rotr(e, 25);

const ch = (e & f) ©~ (~e & g);

const t1l = h +% S1 +% ch +% K[i] +% w[i];

const SO = rotr(a, 2) ~ rotr(a, 13) ~ rotr(a, 22);

const maj = (a & b) ~ (a&c) ~ (b &c);

const t2 = SO +% maj;

h=g;,g="Ff;, f=e; e=d +% tl;

d=c; c=Db; b=a; a=1tl +% t2;
}
// 4. Acumular las variables de trabajo en el estado.
state[0] +%= a; state[l] +%= b; state[2] +%= c; state[3] +%= d;
state[4] +%= e; state[5] +%= f; state[6] +%= g; state[7] +%= h;

}

// Hash completo: procesa el mensaje en bloques, padea el Gltimo, escribe el resumen.
pub fn sha256(msg: []Jconst u8, out: *[32]u8) void {

var state = HO;

var block: [64]u8 = undefined;

var block w: [16]u32 = undefined;

// Procesar bloques completos del mensaje original.

var i: usize = 0;

while (i + 64 <= msg.len) : (i += 64) {
@memcpy (block[0..64], msg[i..i+64]);
for (0..16) |j| block w[j] = readU32(block[j*4..j*4+4]);
compress(&state, block w);

}

// Padding del dltimo bloque: byte 0x80, después ceros, después la

// longitud original (en bits) como u64 big-endian en los 8 Ultimos bytes.
const remaining = msg.len - 1i;

@memcpy (block[0. .remaining], msg[i..]);

block[remaining] = 0x80;

const bit len: u64 = @as(u64, msg.len) * 8;

if (remaining + 1 + 8 <= 64) {
// El padding cabe en el mismo bloque.
for (remaining + 1..56) |k| block[k] = 0;
var k: usize = 0;
while (k < 8) : (k += 1) block[56 + k] = @truncate(bit _len >> @as(u6, @intCast((7 - k) * 8)));
for (0..16) |j| block w[j] = readU32(block[]j*4..]j*4+4]);
compress (&state, block w);
} else {
// El padding requiere un bloque adicional.
for (remaining + 1..64) |k| block[k] = 0;
for (0..16) |j| block w[j] = readU32(block[j*4..j*4+4]);
compress(&state, block w);
for (0..56) |k| block[k] = 0;
var k: usize = 0;
while (k < 8) : (k += 1) block[56 + k] = @truncate(bit len >> @as(u6, @intCast((7 - k) * 8)));
for (0..16) |j| block w[j] = readU32(block[j*4..]j*4+4]);
compress (&state, block w);

}

// Escribir el estado final como 32 bytes big-endian.
for (0..8) |j| writeU32(out[j*4..j*4+4], statel[jl);
}

// Ejemplo de uso.



pub fn main() void {
var resumen: [32]u8 = undefined;
sha256("Cuadernos Lacre", &resumen);
for (resumen) |byte| std.debug.print("{x:0>2}", .{byte});
std.debug.print("\n", .{});
// Imprime: aebbdeabbbf5476889e0651a31f3dc1612fc61497477e21a95cabae2a6886¢c3e

}

Bynb-sike mepervcyBaHHs iHITIOI0 MOBOIO, ITI0 BiJITIOBi/ja€ Tili caMili CTPYKTYpi — IOYaTKOBI KOHCTAHTH, PO3IIUPEHHS
PO3KJIafly, LIiCTAeCAT YOTUPY payH/H, HAKOIIMUeHHs — Jla€ TOW caMUi pe3y/bTaT. AJITOPUTM He Ma€ CeKpeTiB: oro
L[iHHICTb TIO/ISITA€E B TOMY, 11]0 TIepesTiueHi BUILe BIaCTUBOCTI MPOJJOBXKYIOTh 30epiraTucs mic/isi JBOX AeCATUTITh
My0O/TiYHOTO KPUTTTOAHATI3y TUCSYaMH OUeid.

SKujo eu nogepHemecst 00 KiHYys yiel cmammi, u nobayume wicmHaoyssmKogy neuamky i3 wicmaoecsimu Uomupbox
cumeonie. IJe SHA-256 mekcmy, siKuil 8u WoUHO npouumanu, yieo mMogoro. SIkbu Mu nepekaaau cmammio, neuamxa 6yaa 6
iHWo0; AK6U 3MiHUAOCA X0ua 6 00He €080 8 iCNaHCBKIll 8epcii, icnaHcbka neuamka 3miHunacsa 6. Tleuamxka He 3axuwjae
emicm — 045 Yb020 € iHWi iHcmpyMeHmu — a 00HO3HauHo ideHmucpikye tiozo. I Yyboeo, ik 6u CKPOMHO ye He 38yUdao,
docmamubo, Wjob HcoOeH KPOoK Y 8UOABHUUOMY /1AHYIO2Y He Mie 3MiHUmU CKa3aHe HenoMimHo. Yce iHwe — wugpysaHHs,
nionuc, idenmucpikayis — 6ydyembcs Ha yiti npocmili idei.

Big pepaxuii: Ko B 1iux Cuadernos 3rafiytoThCsi KOMITaHii abo TPOAYKTH, 1je pOOUTHCS He [/t TOTO, 1100 KOroch
3BUHYBATHUTH. Ti, XTO iX CTBOPIOE, pPOO/IATH POOOTY, SIKOI0 KOPUCTYIOTHCS i SIKYy L{iHYIOTb MiJIbHOHH J/ifofeil. MU BKa3yemo Ha
CTPYKTYPHY pobsieMy — Mogienb, a He OpeH. BpeH/ iy 3'ABsAIOTHCS SIK IPUKJ/IAJ], TOMY 1[0 BOHU BITi3HaBaHi /I/Is ydTaya.

Jxepeia Ta J0JaTKoOBa JiTeparypa

e NIST — FIPS PUB 180-4: Secure Hash Standard (SHS), cepriers 2015 p. Odiuitina crierudikarisi cimetictea SHA-
2, Bkmouaroun SHA-256.

e RFC 6234 — US Secure Hash Algorithms (SHA and SHA-based HMAC and HKDF), IETF, TpaBenn 2011 p.
HopwmaruBHa Bepcist 71s1 po3pOOHUKIB.

e Ferguson, N.; Schneier, B.; Kohno, T. — Cryptography Engineering: Design Principles and Practical Applications
(Wiley, 2010). Po3ginu 5 i 6 oxorutoroTh Xell-QyHKLii Ta IX 3aKOHHe i He3aKOHHEe BUKOPHCTaHHSI.

e Nakamoto, S. — Bitcoin: A Peer-to-Peer Electronic Cash System (2008). [IpakTuuHuii npyK/aj BUKOPUCTaHHS
SHA-256 pansi 3ueryieHHst 6/I0KiB y He3MiHHY 3a KOHCTPYKIIi€I0 CTPYKTYPY.

¢ Pernamenrt (€C) 910/2014 (eIDAS) — pamku A5 KBanihikoBaHMX TI03HauoK yacy. SHA-256 € eTaoHHOIO
¢dyHKUi€er0 17151 KBasTihiKoBaHUX e/IeKTPOHHUX Mi/[IIMCIB Ta IeYaTok, 1[0 BUAaThCs B €C.

o EranonHa peamizaiisi B Zig: std.crypto.hash.sha2.Sha256 B odililiHoMy pero3uTopii MoBU
(github.com/ziglang/zig — 1ib/std/crypto/sha2.zig). Lle onTumi3oBaHa Ta ayzilioBaHa Bepcis, Ky (GaKTUUHO
BUKOpUCTOBYE Solo2. KopucHO i1 TOPiBHSIHHS 3 HABYAILHOKO peasti3alli€ro B JOAATKY.

~ TlonepepniitSchrems II, n'ate pokie notoMmyHactynuuid — Kill switch Ta iHcTUTyLIiliHe 3ax0onIeHHs

OcranHi marepianu

e Amnani3 - 18 TpaBHs 2026 p. PeasibHa vs ysIBHa KOH()iAeHI[IMHICTh: MATaHHS, SIKi BAPTO cobi MOCTaBUTH

e Amnani3 - 18 TpaeHs 2026 p. Self-hosting sk npodeciiiHa mpakTHUKa
o Konremrisg - 18 tpaBHa 2026 p. 24 ciioBa: 1110 Take KpunrorpadivHa iieHTUYHICTD

Bi3bMiTh 1110 CTaTTIO 3 COOOI0 KY/IH 3aBTO/HO.
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