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KaksBo BcbijHOCT e SHA-256

MaremMatnuecKu OTIieyaThK, KOWTO ce Tobupa B IIeCTeceT M YeTHPH 3HaKa U Ce TIPOMeHsI U3LSJI0, aKO Ce TIPeMeCTH 0Py
e/lHa 3areTas B OPUTHWHAIHUSA TEKCT. 3allj0 To HapudaMe 1M(hpoB BOCLUEH T1eyar.

Ka3zano mo-npocro: [IpecTaBeTe cu MallliHa, KOSITO UeTe TIPOM3BOJIeH TeKCT U BPbIija Topeauiia oT 64 3Haka. AKO Bie3e
WJeHTHUYeH TeKCT, IopejyliaTa u3/nu3a ueHTHYHa. AKO IIpeMeCcTUTe caMo eJjHa 3arieTasi, IlopeJuliaTa e CbBCeM pa3/idyHa.
Ta3u nopeauiia e AUTUTAIHUAT BOChYEH Meyar.

IIpocTara ujes 3a/; TeXHUUECKOTO UMe

ITpencraBeTe cy, e ChIIjeCTByBa MalllMHA C /JUH CJIOT ¥ eJj1H eKpaH. [1pe3 c/10Ta BKapBaTe TEKCT: yMa, U3pedeHue, s
pomaH. Ha ekpaHa ce rosiBsiBa, MMTOBe I10-KbCHO, TI0C/IeZJOBaTeTHOCT OT TOUHO LIeCTAeCeT U YeTUPH 3HaKa. Ta3u
T0C/IeI0BaTeTHOCT 3a NMpod)eCHOHAMHUS UnTaTes Hapuuame hash U Kpunmoepagcko pe3iome; 3a ILIMPOKUS UMUTaTes
MOXXEM [la 1 HapeyeM 3acera MaTeMaTH4eCKU OTTI€HYdTHK Ha T€KCTd, KaKTO IPBCTOBUAT OTII€YATHK € TAKBB 3d UOBEKA.

Axko BbBeJleTe e[JUH U CBblI] TEKCT /iBa ITbTH, MalllMHaTa lije [10Ka)Ke eZlH U Chll] OTIeYaThK U ABaTa IbTU. AKO BbBeJieTe
MaJiKo TI0-pa3/iMueH TeKCT —e/[Ha MpeMecTeHa 3areTasi, IJlaBHa OyKBa, KOsITO CTaBa Majlka— MallliHaTa MoKa3Ba HalTb/IHO
pa3/IueH OTIeYaThK oT mbpBuUsi. He rogobeH, a pa3mueH. Te3u /iBe CBOWCTBA 3ae[JHO —/IeTEPMUHU3BM U
YyBCTBUTE/THOCT— ca rpocTara ufes. Bcuuko ocranano B SHA-256 e MexaHU3MBT, KOMTO I'M Kapa Jia ce U3Mb/IHsBaT
nobpe.

BakHo e Zja KakeM OT CaMOTO Hayasio KaKBO MallliHarta He TipaBu. Ts He mmdpoa Tekcra. He ro ckpuea. He ro masm.
MarmvHara normiex/ja TeKCTa, M3UMC/IsiBa OTIeuaThka 1 3a0paes 3a Tekcta. OTreuaTsKbT He TI03BOJIsIBA Jja Ce Bb3CTaHOBU
TEKCTHT, KOUTO TO € TIPOU3BET; TOM CaMo MO3BOJIsIBa MPH /IaJIeH KaH/IUZaT-TeKCT Jia Ce TPOBEPHU AT ChBIIa/ja C OpUTHHA/IA
unu He. ETo 3aI1i0 Ka3Bame, ue TOBa € e0HONOCOUHO pe3ioMe: OTHBA Ce, HO He Ce BPbIIa.

XeIll He e ChIIOTO KaTo miMdpoBaHe

OO6BPKBAHETO € YeCTO CPELAHO U e 00pe a ce U3sICHU: HI(POBAaHeTO M XEIIUPAHETO Ca Pa3/IMUHU OTepariyu.
[IIndpoBaHeTo Cce ChCTOM B TpaHC(HOPMUpPaHe Ha TeKCT Taka, e CaMo MPUTEXKATeIAT Ha KI/IFoua Jila MOXKe [ia TO BbPHE B
OpWTHHAJIHUSE My BH/I. XeIIMPaHeTo Cé ChbCTOU B Ch3/laBaHe Ha OTITeYaThK Ha TeKCTa, OT KOMTO OPUTMHATHUAT TEKCT
HUKOTa He MOKe /ia Ob/ie Bh3CTaHOBEH, HUTO C K/Tk04, HUTO Ge3 Hero. [TbpBOTO € 06paTUMO 110 [j13aiiH; BTOPOTO e
Heo6paTHMO M0 U3akH.

[TpakTHueckoTo ciieficTBUe e BayKHO. Korato eziHO rpusiokeHue KasBa ,,[1a3uM IapoJ/iaTa B MdpoBaHa“, UMa HSIKOM,
KOWTO MMa K/Troua 3a JelndprupaHeTo il — caMoTo MpUioykKeHre BbB BCeKH Ciiydaid. Korato eiHO npuio)keHre Ka3Ba
,»11a31M T1apoJjiaTa BY XelllMpaHa“, caMOTO IIPWIO)KeHHe He MOXKe Jla [IpoyeTe OpUIrMHajHaTa I1apoJa, J0py U [ja UCKa; TO
MO)Ke Camo /la TIPOBEPHU iaJTi TOBa, KOETO TMUILIeTe, IPOU3BEXKAA CHLIUS 0TIeuaThbK OTHOBO. BTOpusT Mozen, HaripaBeH
no6pe, e MHOTO TIO-TIPeATIOYMTAH OT ITHPBHS 3a ChXpaHeHHe Ha raposd. [1o-HaTaThbk e BUJUM 3all{0 ,,HarpaBeH 00pe*
M3KCKBa Hel[o noBeye oT SHA-256 uucro.

YeTHpuTe CBOMCTBA, KOUTO MPABAT KPpUNTOrpadCKusa xeml mojie3eH

Xern yHKIS, KOSTO 3acC/Ty’>KaBa IpU/iaraTe;THOTO Kpunmozpagcka, OTToBapsi Ha UeTHPY CBOMCTBA:

1. JerepMuHU3BM. E/TVH U CBIL| BXOJ, BUHATW MPOM3BEXK/a €AUH U ChIL] OTIIeYaThK.
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2. EdekT Ha 1aBuHaTa. Masika MpoMsHa Ha BX0/la MPOM3BEXK/Ia HAIThJTHO Pa3/IMueH OTIeUaThK, 663 BUAMMa MpUIHKa
C TIpeAULLIHUS.

3. YcroituuBocT Ha MHBepcuA. [1pH jafieH oTrevaTsK He e U3UUC/IUTETHO Bh3MOXKHO /la Ce HaMepH TeKCThT, KOWTO To
e TIpOM3Berl.

4. YcrouMBOCT Ha KO/M3uHU. He e M3unc/iuTe/THO Bh3MOKHO Jla Ce HaMepST ZiBa Pa3/IMuHU TeKCTa, KOUTO Jia
TIPOM3BEJK/AT e/IWH U CBII] OTIIeYaThK.

,He e U3unc/IuTeIHO Bb3MOKHO He 03HauaBa ,,MaTeMaThUueCKl HeBb3MOXKHO . ToBa 03HauaBa, ue 1jeHaTa Mo OTHOIlIeHHe
Ha BpeMe, eHeprus U rnapy 3a MOCTUraHeTo My HaJBHILIABa C MOPALBLM CyMaTa OT LieJius pa3yMeH Ha/uueH U3UKCIUTeNeH
KarariureT. 3a SHA-256 Ta3u rpaHuija ce u3MepBa B XW/ISAA MUTUAPAN TOJUHU IOPY 32 HAM-ONTUMUCTUYHUTE TIOAXOAN
ChC crieljuanu3upan xapayep. Koeto 3a mpakTuueckuTe 1Lie/IM Ha UATaTe s € ChIIJOTO KaTo ,,He Moke*.

SHA-256 KOHKpeTHO

NwmeTo ka3Ba Bcuuko. SHA e cukpaienue ot Secure Hash Algorithm: anroputsm 3a curypeH xeiil. Yucioro 256 mokasea
pa3Mepa Ha OTIedaTbKa B OUTOBe: /[BeCTa MeT/eceT U ImecT OUTa, TOeCT TPUJEeCeT U /Ba baiiTa, KOUTO MOKa3aHU B
IIIeCTHa/IeCeTHUEH BU/I Ca IIeCT/IeCeT U YeTUPUTe 3HaKa, KOUTO YHUTATeNIAT Beue ro3HaBa. CTaHJapThT e MyO/IuKyBaH OT
amepukaHckust NIST, opranbT, KOMTO HOpMaIM3Upa TO3M TUI GyHKLMH, rpe3 2001 1. KaTo uacT oT ceMmelictBoTo SHA-2;
TeKyllara Bepcus Ha craggapra, FIPS 180-4, e ot 2015 1.

3a Te3u, KOUTO BCe OIIle HAMAT TPe/CTaBa KAKBO ca OUTOBe U OaiiToBe:

1 6ur - 0 wwm 1l (KN4Y: BKJIOYEH WM U3KIIOYEH)
1 6ant - 8 buta (256 BB3MOXHM KOMOWHaLMK)
32 banta - 256 6buTta (oTnevyatbkbT SHA-256)

Yucnoto 256 B Kpasi Ha IMETO Ka3Ba pa3Mepa Ha OTredaTbka B OuToBe. B 1iecTHasileceTHUHa cucTeMa —OpoiHa crctema ¢
IIIeCTHa/IeCET CHMBOJ/IA BMECTO JleceT— Te3u 256 6uta ce mobupar TouHo B 64 3HaKa. ToBa ca 64-Te 3HaKa, KOUTO BIKZATeE
B flosiHaTa yacT Ha Bceku Cuaderno.

Pa3mepure 3acy)kaBaT MOMEHT BHUMaHuUe. [IBecTa neTJeceT U 1mecT OWTa MO3BOJISIBAT [iBe Ha CTETIeH /IBeCTa MeTAeceT U
LIeCT Pa3/JIMuHU CTOMHOCTH: UMCJIO ChC CefleM/IeCeT U 0CeM JleCeTUUHU L PH, HIKOJIKO MOpsAbKa M0-TO/sIMO OT
TIPOTHO3HMSA OpOii aToMU B Hab/Tk0ZlaBaHaTa BcesieHa. BCeKr TeKCT 10 CBeTa —BCsKa KHUTa, BCEKW UMETT, BCIKO
CboOIIeHe— TI0TIaJla BbPXY €[Ha OT Te3U CTOMHOCTU. BeposTHOCTTA [[Ba pa3/MyHM TeKCTa /la ChBIaHAT 110 C/TyYaiHOCT
€ 3a MPaKTUYeCKH LeJid Hepa3inuuMa OT HyJa.

Kak n3rinexnaa B Koj

B Zig, e3uika, Ha KOITO nuilieM YacTUTe, OAABbPKaIM Solo2, nurciasBaHeTo Ha reyaT SHA-256 Ha TeKCT HU3Iiex/ia Taka:
const std = @import("std");

const texto = "Cuadernos Lacre";
var resumen: [32]u8 = undefined;
std.crypto.hash.sha2.5Sha256.hash(texto, &resumen, .{});

ToKy-I110 TTOMCKaxMe OT CTaHZapTHaTa OubsroTeka Ha Zig fa u3unciu SHA-256 Ha TekcTa B KaBuuku. Criefj W3BUKBaHETO
TIPOMEH/IMBATa resumen Ch’bpka TPUZeCeT U JiBara 0OaiiTa, KOUTO CbCTAB/ISABAT IleyaTa B HeroBara Cyposa ¢opma; Koraro
Ce TI0KAa3BaT Ha eKpaHa B IlIeCTHaZleCeTUUEeH BUJ, Te Ca LIeCTeceT U YeTUPUTe 3HaKa, KOUTO Ce TMOsIBABaT B J0/IHATA YacT
Ha Ta3u cratusi. AKo cvmeHuM Cuadernos Lacre Ha Cuadernos lacre —epiHa r1aBHa OyKBa 110-Ma/lKO— ILIe/IMSIT T1euar e ce
rpomeHu. ToBa e B IIeT peJja LIeHTPaTHOTO CBOMCTBO, KOETO MOJAbpPrKa OCTaHaI0To. 3a Te3H, KOUTO UCKAT Jla BUJAT KaK
paboTH BBTPEILHO, B Kpasi Ha CTAaTHATA BK/II0UBaMe YeTHMa BePCHsi Ha arOPUThMa C KOMEHTapH CThITKA 0 CTHIIKA.

3alo ro HapuuaMe BOChUYEH neyar

B EBPOHEﬁCKaTa KOpeCIIOHZeHIHsA OT IIeTHaAeCeTH A0 AeBeTHaAeCeTH BEK UEPBEHUAT BOCHK € 3aliedarBa/l MMCMOTO. Karmka
Ppa3TorieH BOCHK, I1e4aT, IIPUTHUCHAT BbPXY HEro, ¥ IMCMOTO O0CTAaBd/I0 MdPDKKWPAHO I10 HETIOBTOPWUM HAUKMH. Tora He
Tpe/iria3Bajio CbAbPXKaHUETO OT pelInTe/THUA JIFOOOTIUTKO —XapTHUATa MOXKeJla /ia Ce rpoyeTe Cpelly CBeT/IMHATd, BOCBKBT



MO>KeJI Jla Ce CYyTIi— HO T0 ZloKa3Basio. Besika MpoMsiHa Ha 3aTBapsiHeTo Ovia BUMMa 3a MoTyuaresisi olije rpeau
OTBapsIHETO Ha NMMCMOTO. BOCHKBT He NpefloTBpaTsBas 1eTara; Toi s 00siBsBal.

SHA-256 Ha Ts1710T0 Ha Bcekr Cuaderno U3mb/IHsSBa ChIlaTa GYHKLIYS B CBOSITA 1[U(MPOBa Bepcus. AKO OPH efjHa JyMa OT
CTaTUATA Ce MPOMEHU MEX/y MOMEHTa, B KOWTO e My6/IMKyBaHa, U MOMEHTa, B KOWTO s UeTeTe, I11eCTHA/IeCeTHUHMST Teyar
B /IO/THATa YaCT Ha TeKCTa Bede HsAMaA Jia ChBraja ¢ SHA-256 Ha TekcTa Tipei Bac. Bceku unTartesn ¢ et pejia Ko, O MOT'bJT
Jia ro mpoBepu. M3aHreTo He MOyKe /Jia TIpeHaruiie CBOsITa UCTOPUs, O6e3 TeuarsT Jia o ufae. Toil He ripe/ra3ea Ot
11eTH; TOW T TTPaBU NIPOBEPUMU.

KakBo He e xe1ln

UeTrpu NpUIOKeHUS MOHAKOTa ce U3ncKBar oT SHA-256, KOUTO He My CbOTBEeTCTBAT:

1. IIndpoBane. XelTbT pe3toMUpPa, HO He CKpHBa. AKO HCKaTe TEKCTBT Jja He MOXKe Jja ce yeTe, TpsibBa /ia ro
mmdposare, a He /ja ro Xewypare.

2. YaocToBepsiBaHe Ha aBTOpA. XelTbT He Ka3Ba KO e HalMcasl TeKCTa, a CaMo KOM TeKCT e Ousl XxelmpaH. 3a
acorMupaHe Ha aBTOPCTBO e HeoOX0IUM KpHUITOrpad)CKU MOATMC BbPXY Xellla, a He XelIbT caM 110 cebe cu.

3. CnxpaHeHue Ha nmapo/u. TyK UMa KaraH, KOHTo e fiobpe fa ce pa3bepe. SHA-256 e mpoekTvpaH /ia 6b/le MHOTO
©bp3 —KoeTo e 00pe 3a MHOTO Hellja, HO JIOWIO 3a ToBa. Haraziates chC crieniaM3upaH Xapzyep Moxe Jja
M3npoOBa MUIMAPAM TIAPOJH B ceKyH/ja cpelny xem SHA-256, 1okaTo Hamepu Baiiata. 3a CbXpaHeHHe Ha Mapoyy
TpsiOBa /la Ce M3I0/I3BaT HAPOUHO OaBHHU (PYHKI[MM 3a U3B/IMUYAHE Ha KJIFOUOBe KaTo Argon2, scrypt unu berypt,
KOMOMHHpPaHU CbC sol (YHUKa/IHU C/Ty4aliHU JlaHHU 3@ BCEKU MO0TpebuTe 1, KOUTO Npe/jOTBPATsBaT JBaMa JYIIH C
e/lHa U ChlIja [1apoJia Jja UMaT e/IvH U ChII] XellI).

4. YereHe Ha xellla KaTo HAeHTH(HUKATOP Ha aBTOpa. He e TakbB. XelrbT HaeHTU(DULMPA ChABPKaHUETO. AKO
[TBaMa [yt xemmpar aymata hola ¢ SHA-256, v gBamara moiy4aBar e[HO U ChII[0 pe3I0Me — U TOBa €
LIeHTPa/IHOTO CBOMCTBO, a He JledheKT: ako Osixa pa3/MuHU pe3toMeTa, He GHXMe MOIJI Jja TPOBEPUM ChBIIaZIeHHEeTO
MeX/ly My0O/IMKyBaHOTO U I10JIy4YeHOTO.

Kbae ce nosBaBa SHA-256 B exxefHeBHeTO BH

Hopu u na He ro Bwxzgare, SHA-256 nmoaabppyka rosiMa 4yacT OT TOBa, KOETO M3I0/13BaTe eXXeJHeBHO B UHTEPHeT.
BbnokuelinbT Ha Bitcoin ce usrpakaa upe3 cBbp3BaHe Ha SHA-256 Ha Bceku OJIOK KbM CJI€/IBAIIUS; TIPOMSIHATA HA MUHAJT
610K Haslara nper3yMc/IsiBaHe Ha LisiaTa nocefaija Bepura. Git, cucremara, ¢ KOsiTo ce BepcuMpa KoAbT Ha TIOJIOBUH
CBSIT, UAEHTUPULIMPA BCSIKO MOTBBPKAeHHe (commit) upe3 SHA-256 (B HOBUTe BepCHH) WK Upe3 HerOBUSI
npeawectBeHK SHA-1 (B mo-crapute Bepcun) Ha LisiioTo My cbbpykanue. Ceprudukarute HTTPS, kouto ripoBepsiBat
W/IEHTUYHOCTTA Ha yebcaiiT, KoraTo Biv3are, HOCSAT acolypan otreyarbk SHA-256. V3ternsHeTo Ha codTyep uecto ce
nipuzpyxaea ot SHA-256, mybnvkyBaH oT pa3paboTurKa, 3a Jia MpoBepuTe Aanu GaiiasT He e OU poMeHeH 10 bTs. U
KaKTO Ka3axMme, B ZiofHaTa yacT Ha Bceku Cuadernos Lacre.

3a npodecuoHA/THUA YUTATET

qETI/IpI/I OriepaTUBHH HAIIOMHSHHA 3a T€3H, KOUTO B3eMaT pelleHrs Wik OJUTUPAT CUCTEMU:

1. XeursbT He e mmdpoBaHe. AKO /OCTaBUMK ObpKa /iBaTa TepMUHA B TEXHUYeCKaTa CH IOKyMeHTalus, e f1o6bpe fa
ronuTare KakBo TOYHO MMa MpeIBU/.

2. 3a cbXpaHeHHe Ha TIapoJii HUKOTa He TpsiOBa zia ce m3nonzBa SHA-256 uncro. SHA-256 e TBbpe Obp3 3a Ta3u
3az1aua (BIKTe TouKa 3 oT Kakeo He e xewl). HactosmusT ctaHzapt e Argon2id: 6aBeH 1o ju3aiiH, KOHUTYpUpyeM
CTIOpe/], KamarureTa Ha ChpBbpa, KOMOMHMPAH C pa3/iiyHa c/iydaiiHa sol 3a BceKu rotpebuTer.

3. 3a UHTErpuUTeT Ha JOKYMEHTH —/I0TOBOPH, TIPErUCcKH, daiinose— SHA-256 npoab/kasa 1a Obzie pedepeHTHUAT
crangapt. Toii e TO3M, KOWTO Ce M3MO/3Ba OT KBaIM(ULMpaHUTe AOCTAaBYMLIM HA yA0CTOBEPUTETHU YCIYTH 3a
BpeMesHU neuatu B EC.

4. 3a ABATOCPOUHO ChXpaHeHue (JeceTrsneTus) e 106pe fa ce U3UMC/sgBa U apxuBrpa cbirjo SHA-3 nm SHA-512
3aegHo ¢ SHA-256; xpuntorpadckara rpe/nasaMBoOCT TIpernophyBa Jja He ce pa3uuTa Ha efiHa eIMHCTBeHa QyHKLUs
10 BpeMe Ha BeKOBHO apXUBHUpaHe.

TexHUUECKH Ta3W UTepPaTUBHA CTPYKTYPa — IPH KOSITO MEXKIMHHOTO ChCTOSTHYE Ce 3ara3Ba MeXKy BXOJHUTe OJI0KOBe —
e M3BecTHa Kato KoHCTpyKiys Ha Merkle-Damgard, MoziensT, Ha KoiiTo ce ocHoBaBat SHA-1, SHA-2 (BK/TFOUMTETHO



SHA-256) 1 MHOTO [IpyTHl KJIacuueCKH xelll GyHKUMH. 3a pa3nivka ot 151X, SHA-3 n3ocrassi Merkle-Damgdrd B rosn3a Ha
pasnMyHa apXUTeKTypa, HapeueHa sponge (rb0a).

Kak pa6oru SHA-256, cThIIKa 1o CThIIKA, Ha pa3dupaem e3uK

ITpezscTaBeTe CH, Ue CTe CIIOOWIN Hal-C/IO)KHATA JOMUHO BepUra B CBeTa: XU/ISM TJIOUKH, TeCETKH Pa3KIOHEHUS,
MeXaHUYHU MOCTOBE W PaMITH, MPeCHYaIl[H 11s/1aTa CTasi, BHUMaTe/THO MOCTaBeHH I/I0UKa TI0 TI/I0UKA.

Axo AOKOCHETE ITbpBATAa I1JIOUKd, BepUIrdTa IMaJd B ITPeLjK3Ha U II0BTapsAeMa I10C/1eJ0BaTe/THOCT. C'bLU;aTa Cl"]'[06Ka, CBIIOTO
MBPBO AOKOCBaHE — HWAEHTHUYEH KPd€H MOJeJI OT MaJHa/Ir IIJIOYKK, OTHOBO Y OTHOBO.

TyK e UHTepeCHOTO: TIpeMecTeTe CaMo €/{Ha MJI0YKA C MOJI0OBUH CAHTUMEThP BCTPAaHU MPeAr Hayajio0To U I0KOCHeTe
oTHOBO. Pamria, kosiTo e TpsibBasio Zia ce aKTUBHPA, OCTaBa MHEPTHA, MOCT He T1a/ja, 33/lefiCTBa Ce ChBCEM pa3/TUuHO
pask/ioHeHue. KpaliHUSIT Mo/ies1 Ha TJIOUKWTeE Ha Io/ia e Hallb/IHO Hepaslo3HaBaeM B CpaBHEHHeE C ITbPBUSI.

Marematuuecku SHA-256 e TouHO Ta3u Bepura. TeKCThT, KOWUTO IUIlIeTe, e TbPBOHAUaTHOTO MOI0XKeHHe Ha IJIOUKUTe.,
ANropUTBEMBT € ZIOKOCBAaHETO, KOETO 0CBOOOJK/IaBa Kackajarta. A KpalHHUAT pe3y/iTaT — TOBa, KOETO Hapuuyame hash (xetrin)
— e CHUMKaTa Ha M0/a, KOrato BCUUKoO e crpsiio. [I[pomeHeTe camo efiHa 3ameTasi B OpUTMHAIHUS TEKCT U CHUMKATa Lile
Ob/le pasiuKaaHO pa3iuyHa. ToKoBa TPOCTO U TOJTKOBA /IPACTHUUHO.

Crobnka 1. IIpeBe)xjaHe Ha TeKcTa B OMHapHH M104yKH. KommtoTpuTte He pasbupar ot OyKBY; Te I'M IIpeBesK/aT IIbPBO B
yncna (ASCII), a ynucnara B 6MHapHY (eJUHULM ¥ HY/H). Besika OykBa ce rpeBpbIna B 8 6ev U YepHU TJIOUKH: A e
01000001, B e 01000010, uHTepBaabT e 00100000. Llesnar BU TeKCT — Lyma, JOTOBOP, POMaH — Ce IIPeBpsbllja B AbJra
pezuiia ot 6esi ¥ uepHU TVIOUKH.

Crbnka 2. [lomb/BaHe 10 CTaHJApTHUA pa3Mep. Bepurara o0paboTBa peguriara Ha cezmeHmMu OT TOUHO 512 TIJIOUKH.
Axo cb0OIIIeHHeTo BU He JOCTUTa KPaTHO Ha 512, HemocpeiCTBEHO cJie]] TeKCTa ce 100aBs MapKHpallia Tiodka (CbC
CTOMHOCT 10000000), a c/ieq TOBa HY/IM /10 3aBbpILIBaHe Ha cermeHTa. [locneqHuTe 64 mo3ULMY HAa BCEKU CETMEHT ca
3araseHu 3a 3alyCcBaHe Ha OpUrMHa/HaTa Ab/DKUHA Ha TeKCTa. Taka Bepurara BUHary 3Hae Kb/ie CBbpILBA PeaTHOTO
ChABbP’KaHUE U Kb/le 3arl0uBa ITbJIHEXKbT.

Crobnka 3. [TocTaBsiHe Ha oceMTe IJIaBHM IUIOUKH. [Ipeu fia 3amouHeM, IOCTaBsiMe Ha MacaTa 0ceM IVIaBHHU IJIOYKH B
TIpeliM3Ha HauajHa mo3uius. Te3u oceM TJIOUKH He ca TaliHa: Haya/THaTa UM CTOMHOCT e (PMKCHpaHa OT 00IT[0HM3BeCTHO
MaTeMaThueCcKo MpaBmio (KBaJ[paTHUTE KOPEeHU Ha IThPBUTE 0CeM MpOCTH uncia — 2, 3, 5, 7, 11, 13, 17, 19 — u mrepBUTe
OWTOBe Ha ZleceTHYHATA YaCT Ha BCEKW KOpeH). Bceku 10 BCSKO KbTUe Ha T/IaHeTaTa 3aroyBa C e/JHA U ChIIHA OCEM IVIaBHU
IJIOUKH B €/jHa U Cbila nosuius. Chadara uM e fa 6baat u3byTaHu 1 TpaHC(OPMUpPAHHU OT JaBHHATA.

Cronka 4. l'osisiMara /1aBHHA: IECTAECeT M YeTHPH Kp'bra ot u3byrBaHusi. Tyk 3arousa 3pesuieto. I[IbpBusT
cerMeHT OT 512 M/IOYKM OT BaIlKsi TEKCT ce COMBCKBA C OCeMTe IJIaBHU TI0UKU. Ho Te He mazjaT HaBeJHbXK: MEXaHU3MBT
U3ITb/IHSABA IIeCTAeceT U YeTUPH Moc/1e/j0BaTe/THH KPbra. BbB BCeku KpPBI' Ce M3BbPILIBAT TPH OIepaLiiy C IJIOYKUTe:

» Bwprenexkara (porauys). [Tnoukure ce JBWKaT B KPbI: Te3U OTASCHO OTHBAT B/siBO. HUTO efiHa ryiouka He ce
ryOu 1 He ce f00aBst; Te IPOCTO Ce TIPeHapeXK/at, MPaBeHKH ITh/THO 3aBbpPTaHe Ha BbPTe/ie)KKaTa. ToBa e eBTUH U
oOpaTiM HauyMH 3a Tipepasnpe/esisiHe Ha UHGOpMaLHsTa.

o Jlornueckara ¢ynus (XOR). [TnoukuTe ripeMuHaBar rnpe3 ¢yHuUs, KOSTO ' CpaBHsBa /IBe T10 [iBe: aKo U JIBeTe ca
OT e/IVH U CBILM LIBAT, M3/113a Osijla; aKo ca pas/IMyuHU, U3/1u3a yepHa. ToBa e Hali-ripocTara oreparysi B OMHapHara
JIOTHKa, HO KOMOMHHMpaHa C POTaljuMTe Ha BbPTEJIEKKATa, TS CTaBa U3K/IFOUMTETHO MOIIIHA 3a CMeCBaHe Ha
vHdopmarus 6e3 3arybara .

o IlpenuBaHeto (MozynHO chOHpaHe). Pe3ynTarsT ce chbupa € naouka ¢ KOHCMaHmMeH maacsK, B3eTa OT MyOnuyeH
CMHMCHK C LIeCTAeceT U YeTUPU KOHCTAHTH (KyOMUHHUTEe KOPeHU Ha ITbPBUTE LIECTAeCeT U UeTUPH NPOCTH UKCIa).
Axo crOupaHeTo reHepypa W3/HIIHH TJIOUKH, KOUTO He ce MoOupar B MpeIBUAEHOTO MPOCTPAHCTBO OT 32 TUIOUKH,
Te31 U3/HWIIHMU TVIOYKH Ce OTXBBPJIAT. Macara uMa MsICTO camo 3a 32 TJI0UKH, HATO e/[Ha TT0BeYe.

B Kpas Ha KPbI' IIeCTAeCeT U YEeTUPH BCAKA OT IVIOUKUTE OT CerMeHTa Ha BallliA TEKCT € IT0BJIMs/Ia Ha MO3UILUATA Ha
oceMTe IJIaBHH IIVIOUKH. EHEpFI/IHTa Ha T/IaCbKa € IIpeMKHdJ/Ia TIpe3 LiA/1dTd Bepura.

Crobnka 5. Jlo6aBsiHe Ha c/iejBaiusi cerMeHT (0e3 pectapTupaHe). AKO TeKCThT B € OWJT IbJTBI U OCTaBa JIpyr
cerMeHT oT 512 mouku 3a 06paboTKa, Bepurara He ce pecraprupa. OceMTe I7IaBHU TJIOUKH OCTABAT TakKa, KAKTO T e
OCTaBWIa IThpBaTa JiaBWHa, U BTOPUST CETMEHT Ce U3CTPe/iBa CPeIly TAX, 3a /la 3aZleliCTBa APYTH IIeCTAeCeT U YeTHPH



Kpbra. ToBa e Kato /ia 1006aBUTe HOBA CTasl, ITb/IHA C JOMUHO, B Kpasi Ha Ta3W, KOSITO TOKY-II[0 e MajiHaja: 0e3mopsbKbT B
ITbpBaTa 00yC/iaBs U3LIS/IO KaK Iije MMajiHe BTopaTta.

Crenka 6. Hanpasa Ha ¢uHanHaTa cHuMKa. Korato Beue He ocTaHaT cerMeHTH 3a 06paboTKa, TaBUHATa CrMpa.
I'mepame dhviHaHATa MO3ULINS, B KOSITO Ca OCTAHA/IM OCEeMTe IVIaBHU TUIOUKU. [IpeBexiaMe KOH(MUTyparusiTa UM B KO, OT
OykeH 1 rudpH B IIeCTHA/IeCETHUHA CUCTeMa. Pe3ylTaTsT e HU3 OT TOYHO IIeCTJeceT U YeTHPU 3HAKa: TOBA € BAIIHST
SHA-256 meuar.

quI/IpI/I CBOMCTBa MpOU3THUYAaT CaMM I10 cebe cu oT Ha4HWHa, 110 KOWTO e cryiobeHa Bepurara:

1. JerepMunu3bM. ETUH U CBIM TEKCT BUHArW MPOU3BEX/A €/1Ha U Chllja (PMHA/THA CHUMKA Ha BCEKU KOMITIOTHD B
cBeta. HyseBa mpon3BOTHOCT, Hy/a M3HEHA M.

2. EdexT Ha 1aBuHara. /{obaBeHa 3ameTasi, IpOMeHeHa I71aBHa OyKBa, 3a0paBeHO yapeHHe: CHUMKara ce 0Ka3Ba
HaITb/THO Hepas3ro3HaBaeMa. ToBa e eKCTpeMHaTa YyBCTBUTETHOCT, KOSITO Bede OIMCcaxMe B HauasioTo.

3. Eqnonocounoct. Kato nmare ¢rHaHaTa CHUMKA, He MOKeTe /JIa Bb3CTaHOBUTE OPUTHHAHUS TeKCT. PoraruuTe,
(yHUMTE U TTpeMBaHUATA YHUIL[OKABAT Lis/laTa HacoyeHa MHQOpPMaLUs 3a TOBa omKs0e e 0ows/1 8CeKu bum u
3aria3BaT caMo Kakeo e cubpaHo obujo.

4. YcTOHYMBOCT Ha KOJIM3MM. 3a JIBafieCeT U TeT TOAVHHU My0/IMyeH KpUIToaHa M3 HUKOW He e YCIIsT 1a HaMepH /iBa
Pa3/IMUHU TEKCTA, YUUTO (PUHATHU CHUMKH ChBMAZAT. A TPYAHOCTTA /ia Ce HAallpaBU TOBA € U3BbH U3UHC/IUTETHUS
00XBaT Ha BCSIKa Pa3yMHO TIpeJICTaBUMa LIMBU/I3aLIysI.

ITpuno)xeHUsT KOZI0B areH/JMKC U3ITh/IHSIBA TOYHO Te3H IIeCT CTHIKU Ha Zig. Cera Mo)keTe /ja ro mpoyeTeTe, 3HaelKu
KaKBO O3HauaBa BCsika OMTOBa orepariysi, BMECTO Jja [IpremMaTe MaHUITy/IaluUTe Ha CIIATIO.

TexHuUeCKH PEUYHHUK

3a uumamens, kolimo ucka oa pazbepe Kakgo npasu 8cska onepayusi. Ilpeckoueme 20 c60600HO: cmamusima ce pazbupa u
6e3 Hezo.

ASCII u Unicode — Kak OykBuTe cTaBaT yuc/iaa. KommoTpure He BIDKIAT OYKBY; Te BIKAAT urciaa. CTaHjapT, HapeueH
ASCII (American Standard Code for Information Interchange, ot 1963 r.), IprcBosiBa Ha BCEKH CUMBOJI OT K/laBHaTypara
crierraHO umcio: A e 65, B e 66, a e 97, 0 e 48, unrtepBanbT e 32, 3aretasra e 44, MofepHUTe CUCTEMHU T'O Pa3lIUpPSIBAT
¢ Unicode, koiiTo mprcBosiBa UKMC/I0 HAa BCEKM CHMBOJI OT BCsiKa a30yKa B CBeTa: KUPHJIHLIA, apabCKa, KATalCKa, SITTOHCKA U
[,0pY eMOTHKOHU. KoraTo nuiiiete CMBOJI UM OTBapsTe TeKCTOB (paii/i, KOMIIIOTHPBT YeTe CKPUTOTO UUC/IO, a He (hopMaTa
Ha ekpaHa. SHA-256 paboTy BbpXY Te3M UKC/ia, TPETUPAKU BCEKU TEKCT KaTo JbJIra MOC/Ie0BaTe/IHOCT OT udpu. ETo
3al10 TOM MOXKe /ia 3areyara CTaTHst Ha UCTIAaHCKH, CTUXOTBOPEHHe Ha STIOHCKU M OMHapeH (aiil ChC ChIIUS arTOPUTHM.
XOR — cpaBHeHue 6ut no 6ut. XOR (Tpoun3sHacs ce ,,ekc-op “, OT aHITIHCKOTO exclusive or, ,,A3KTIOUBAITO UITK) e
e/[Ha OT Hall-NIPOCTUTe OrepaLik, KOUTO KOMITIOTBPBT MOXKe [ja U3BbPIIM C Be OGrHapHU urciia. CpaBHsiBa /iBa 6ura
IIO3ULIKA 110 MTO3ULMA Y BpblLa: 1, ako TOUHO eivH OT fBarta e 1 (efuHUs, HO He U fiBaTa), 0, ako /ABaTa ca efHaKkBH (U JBara
0 wm u Bara 1). ITpumep: XOR Ha 1010 1 1100 e 0110. Vima 3abeeXXUTeTHO CBOKMCTBO: TOM € 00paTiM — ako
HanpaBuTe XOR fiBa TbTU C 41H U CBIIM K/IH0Y, Ce BpblijaTe KbM OpUrruHasa. ETo 3a1jo Toi e OCHOBHUSAT UHCTPYMEHT Ha
KpunTorpagusra: cMecBa 6rToBe 6e3 3aryba Ha MH(pOpPMaLsi, HO pe3y/ATaTbT He pa3KpHBa HUIIO 3a BXOZOBETe, ako He
II03HaBaTe eJUHUS OT TAX.

IlTecTHageceTMyHa cucTeMa — OpoeHe B ocHOBa 16. TTouTH BCUUKM UKMC/Ia B ©XKeJIHEBUETO U3IT0/3BaT AeceT 1udpu (0-
9). [llecTHasieCETUUHATA CHCTEMA M3TI0/I3Ba llecTHaZeceT: obnuaitanTe 0-9 TUTIOC ecT OGyKBH, KOUTO TIpe/ICTaB/IsSBaT
cneguuTe ctoviHocTH: A =10, B =11, C=12,D =13, E = 14, F = 15. 3ai1io uectHazieceT? 3aIjoTo KOMITIOTPUTE MHUCJIST B
TPyNHy OT YyeTUpH OUTa, a ueTHpy OuTa Morar fia npe/cTaB/isiBaT TOYHO 1IeCTHaZleCeT Pa3IMYHK CTOMHOCTA — Taka eJJuH
1IeCTHaZIeCeTUYeH CHMBOJI ChOTBETCTBA UMCTO Ha yeTwpH O6uta. Equn SHA-256 otneyatsk e 256 6uTa, KoeTo ca TouHO 64
[IeCTHafleCeTUYHH 3HaKa. AKO ro HanuieM B 0OMKHOBEHa JleCeTHUHa CHCTeMa, TOi Ou 3aema okoso 78 rubpu u 6u
6un no-Heyzo6eH. M13060pbT e ecTeTUYeH U KOMITaKTeH; CKPUTOTO YKC/IO € ChILOTO.

Poranus Ha GuToBe — OUHApHaTa BBPTesIexKa. [IpefcraBeTte cu peAuLia OT ceZleM JIaMITUUKY, efHU cBeTtellu (1), a
npyru yracHanu (0): 1 @ 1 1 @ 0 1. PoTupaHeTo HasICHO C e/lHa TIO3ULIMS Ce CbCTOM B TOBA [ja B3eMeTe Hali-/issCHaTa
JIaMIHUKa, J1a S IpeMeCTUTe B JIeBUS Kpall U [ia U3MeCTHTe OCTaHauTe C eJHO MACTO HaZsicHo: 1 1 0 1 1 0 0. Huro
e/[Ha JTaMIYKa He ce ryOu 1 He ce f00aBsi: Te MPOCTO TaHIyBaT B Kpbl. SHA-256 n3nos3Ba poTtauys Ha 6UTOBe CTOTHLIU
ITbTH BbB BCSIKO M3UKMC/IEHVe; TOBa € eBTHH HaurH Oe3 3arybu 3a npepasmnpe/esisiHe Ha MH(GOpMaIusTa B CbCTOSTHUETO.
KoHcrantH ,,nothing-up-my-sleeve“ — 3a1o npous/u3ar oT NpocTH yucia. OceMTe IVIaBHY IJIOUKU U ILIECTAeCeT U
YeTHUpPUTEe KPBroBU KOHCTaHTU Ha SHA-256 He ca u3bpaHu ciydaiiHo. Te Mpou3/iu3ar OT KBaIpaTHUTe U KyOUUHHUTe
KODeHH Ha ITbpPBHTe MPOCTH Uuc/a. 3aio? 3aljoTo Ju3aliiHepuTe My Ca UCKa/Il KOHCTAHTH ,, 6€3 HUWO CKpUmo 8 psKasa “:
CTOMHOCTH, YAHTO MPOU3X0/] BCEKH MOXKe 7ia TIPOBepH. AKO HIKOUM BU Kaxke ,,008epuU MU Ce: U3Nn0/38dil moga npou3eo/iHo



32-6umoeo uuca0“, oCHOBaTeHO OMXTe Cce yChbMHU/IM B CKpUTA ¢/1aboCT WM 3aiHa Bpara. Ho BCeKy C KasiKynaTop Moxe
[Ila TIPOBepH, ue ITbpBUTe 32 OUTa OT KBaJpaTHHS KOpeH Ha 2 ca 0x6a09e667. CTOMHOCTHUTe ca MaTeMaTyuieCKy, MyOImIHn
Y BB3IIPOU3BOJUMU: HUKAKBa CKPHTA KJIOIIKA He MOJXKe /la ce IIPOMBKHE B peLiernirara.

ITpunoxenue: SHA-256 B ueTuM Ko/

ToBa npuo)keHue e 3a yuTaTesIsi, KOWTO UCKa /la BUAW a/iropuTbMa OTBbTpe. ToBa e fuflakThuecka peanusalus Ha Zig,
KosiTO cenBa crieijudukarusita FIPS 180-4. Toa He e BepcusiTa, KosTO So0lo2 M3M0/13Ba —UCTUHCKATA € B
std.crypto.hash.sha2.Sha256 ot ctangapTHara 6ubnvoreka Ha Zig, oNTHMU3UpaHa v oguTupaHa—. Ho anropuTbMbT e
CBIIUAT: TOBA, KOETO BIXK/ATe TYK, € CTBIIKA [10 CThIIKA KAKBO Ce C/Iy4YBa, KOraTo TOBA U3BUKBAaHe OT IIeT 3HaKa U3IIb/IHABA
cBosiTa pabora.

const std = @import("std");

// SHA-256 — implementacién didactica.

// Sigue la especificacién FIPS 180-4. Prioriza la claridad sobre la
// velocidad y la robustez frente a entradas hostiles. Para produccién,
// usa std.crypto.hash.sha2.Sha256, que estd optimizada y auditada.

// HO: las ocho palabras del estado inicial. Primeros 32 bits de la parte
// fraccionaria de las raices cuadradas de los primeros ocho primos
// (2, 3,5, 7, 11, 13, 17, 19).
const HO = [ Ju32{
0x6a09e667, 0xbb67ae85, 0x3c6ef372, 0xa54ff53a,
0x510e527f, 0x9b05688c, 0x1f83d9ab, 0x5be@cdl9,
b

// K: 64 constantes de ronda. Primeros 32 bits de la parte fraccionaria

// de las raices cubicas de los primeros 64 primos.

const K = [ Ju32{
0x428a2f98, 0x71374491, 0Oxb5cOfbcf, Oxe9b5dba5, 0x3956c25b, Ox59f111f1, 0x923f82a4, Oxablc5ed5,
0xd807aa98, 0x12835b01, 0x243185be, 0x550c7dc3, 0x72be5d74, 0x80deblfe, O0x9bdc06a7, 0xcl9bfl74,
0xe49b69cl, Oxefbe4786, 0x0fcl9dc6, 0x240calcc, 0x2de92c6f, Ox4a7484aa, 0x5chb0a9dc, 0x76f988da,
0x983e5152, 0xa831c66d, 0xb00327c8, Oxbf597fc7, 0xc6e@Obf3, 0xd5a79147, 0x06cab6351, 0x14292967,
0x27b70a85, 0x2elb2138, 0x4d2cedfc, 0x53380d13, Ox650a7354, 0x766a0abb, 0x81c2c92e, 0x92722c85,
Oxa2bfe8al, 0xa8lab664b, 0xc24b8b70, Oxc76c51a3, 0xd192e819, 0xd6990624, 0xf40e3585, 0x106aa0d70,
0x19a4cll6, 0x1e376c08, 0x2748774c, 0x34b0Obcb5, 0x391cOcb3, Oxd4ed8aada, Ox5b9ccadf, 0x682e6ff3,
0x748f82ee, 0x78a5636f, 0x84c87814, 0x8cc70208, 0x90befffa, Oxad4506ceb, Oxbef9a3f7, 0Oxc67178f2,

3

// Rotacién circular a la derecha de un u32.
inline fn rotr(x: u32, n: u5) u32 {

return std.math.rotr(u32, x, n);
}

// Lee 4 bytes consecutivos como un u32 big-endian.
inline fn readU32(b: []const u8) u32 {

return @as(u32, b[0]) << 24 | @s(u32, b[1l]) << 16 | @as(u32, b[2]) << 8 | @as(u32, b[3]);
}

// Escribe un u32 como 4 bytes consecutivos big-endian.
inline fn writeU32(b: []Ju8, v: u32) void {

b[0] = @truncate(v >> 24);
b[1] = @truncate(v >> 16);
b[2] = @truncate(v >> 8);
b[3] = @truncate(v);

}

// Compresién de un bloque de 64 bytes sobre el estado del hash. Sigue §6.2.2 de FIPS 180-4.
fn compress(state: *[8]u32, block: [16]u32) void {

// 1. Expansién del schedule: 16 palabras - 64. Las nuevas se obtienen

// combinando cuatro anteriores con dos funciones de mezcla (sO y sl)
// que usan rotacidén, XOR y desplazamiento. El "+%" es suma con
// truncado u32 (overflow-wrap), tal como exige el estandar.

var w: [64]u32 = undefined;
for (0..16) |i| w[i] = block[i];
for (16..64) |i| {



const sO = rotr(w[i-15], 7) ™ rotr(w[i-15], 18) ™ (w[i-15] >> 3);
const sl = rotr(w[i-2], 17) © rotr(w[i-2], 19) ©~ (w[i-2] >> 10);
wl[i] = w[i-16] +% sO +% w[i-7] +% sl;

}

// 2. Variables de trabajo: copia del estado actual.

var a = state[0]; var b = state[l]; var c = state[2]; var d = state[3];
var e = state[4]; var f = state[5]; var g = state[6]; var h = state[7];
// 3. 64 rondas de mezcla no lineal.
// S1, SO : combinaciones rotacionales de 'e' y 'a'.
// ch : "choose" — multiplexor bit a bit, elige entre f y g segln e.
// maj : "majority" — bit mayoritario entre a, b, c.
// tl + t2 : se inyecta al top de la cascada cada ronda.
for (0..64) |i| {

const S1 = rotr(e, 6) ©~ rotr(e, 11) ©~ rotr(e, 25);

const ch = (e & f) ©~ (~e & g);

const t1l = h +% S1 +% ch +% K[1] +% w[i];

const SO = rotr(a, 2) ©~ rotr(a, 13) ~ rotr(a, 22);

const maj = (a & b) * (a&c) ™ (b&c);

const t2 = SO +% maj;

h=g;,g="7f;, f=e; e=d +% tl;

d=c; c=Db; b=a; a=tl +% t2;
}
// 4. Acumular las variables de trabajo en el estado.
state[0] +%= a; state[l] +%= b; state[2] +%= c; state[3] +%= d;
state[4] +%= e; state[5] +%= f; state[6] +%= g; state[7] +%= h;

}

// Hash completo: procesa el mensaje en bloques, padea el Gltimo, escribe el resumen.
pub fn sha256(msg: []const u8, out: *[32]u8) void {

var state = HO;

var block: [64]u8 = undefined;

var block w: [16]u32 = undefined;

// Procesar bloques completos del mensaje original.

var i: usize = 0;

while (i + 64 <= msg.len) : (i += 64) {
@memcpy (block[0..64], msg[i..i+64]);
for (0..16) |j| block w[j] = readU32(block[]j*4..]j*4+4]);
compress(&state, block w);

// Padding del Gltimo bloque: byte 0x80, después ceros, después la

// longitud original (en bits) como u64 big-endian en los 8 UGltimos bytes.
const remaining = msg.len - 1i;

@memcpy (block[0. .remaining], msg[i..]);

block[remaining] = 0x80;

const bit len: u64 = @as(u64, msg.len) * 8;

if (remaining + 1 + 8 <= 64) {
// El padding cabe en el mismo bloque.
for (remaining + 1..56) |k| block[k] = 0;
var k: usize = 0;
while (k < 8) : (k += 1) block[56 + k] = @truncate(bit len >> @as(u6, @intCast((7 - k) * 8)));
for (0..16) |j| block w[j] = readU32(block[j*4..j*4+4]);
compress(&state, block w);
} else {
// El padding requiere un bloque adicional.
for (remaining + 1..64) |k| block[k] = 0;
for (0..16) |j| block w[j] = readU32(block[]j*4..]j*4+4]);
compress (&state, block w);
for (0..56) |k| block[k] = 0;
var k: usize = 0;
while (k < 8) : (k += 1) block[56 + k] = @truncate(bit len >> @as(u6, @intCast((7 - k) * 8)));
for (0..16) |j| block w[j]l = readU32(block[j*4..j*4+4]);
compress (&state, block w);

}

// Escribir el estado final como 32 bytes big-endian.



for (0..8) |j| writeU32(out[j*4..j*4+4], statelj]);
}

// Ejemplo de uso.
pub fn main() void {
var resumen: [32]u8 = undefined;
sha256("Cuadernos Lacre", &resumen);
for (resumen) |byte| std.debug.print("{x:0>2}", .{byte});
std.debug.print("\n", .{});
// Imprime: ae6bdeabbbf5476889e0651a31f3dc1612fc61497477e21a95cabae2a6886¢c3e
}

Bcsiko mpeHarnvcBaHe Ha ApYT e3WK, KOeTO CJiefiBa ChIllaTa CTPYKTypa —Hava HA KOHCTAaHTH, Pa3liupsiBaHe Ha rpaduka,
LIeCTeceT U UeTUPH Kpbra, HaTpynBaHe— MPOU3BEXK/A ChIIUS pe3yaTar. AITOPUTEMBT HAMa TallHU: HeroBara CTOMHOCT
ce CbCTOM B TOBA, ue U30pOeHHTe 10-rope CBOMCTBA MPOB/IKABAT Jja Ce MOALbPIKAT /el iBe AeCeTUeTHs myomiyeH
KPUIITOAHA/IN3 OT XWISAU OUMU.

AKo ce espHeme @ 0o HAMA UACM HA MA3u cmamusi, We gudume wecmHadecemuueH neuam om wecmoecem u Yemupu
3Haka. Toea e SHA-256 Ha mekcma, KOUmo moKy-ujo npouemoxme, Ha Mo3u e3uk. AKo npeeedem cmamusimd, neuamosm
we 6v0e Opyz; ako ce npomeHuU eOHa dyma om bwieapckama eepcus, Ow12apckusim neuam we ce npomeHu. ITeuamsm He
npeonasea cu0spHCAHUeMo —3d Mmoea uma Opyau UHCmMpyMeHmu— a 20 udeHmuguyupa eOHo3HauHo. M moaa, konkomo u
CKPOMHO 0d 38yUl, e 00CMamsUHO, 3a 0d He MOJiCe HUMOo eOHd CM®sNKaA om peddkyuoHHama eepuza 0da nNpoMeHu
KazaHomo, 6e3 moea da ce 3abenexcu. Ocmaxanume Hewa —wugpposaHe, noonuceaxe, udeHmugpuyupaHe— ce
u3zepaxcoam espXy masu hpocma uoesi.

PepaknuonHa 6enexxka: Koraro te3u Cuadernos crioMeHaBaT KOMITAHWUH WK TIPOJYKTH, TOBA He e C 1[eJ 0OBUHEHUe.
Xoparta, KOMTO I'M Ch3/1aBaT, BbpILAT paboTa, KOSITO MUJIMOHH H3M10/I3BaT U LieHAT. ToBa, KOeTo 1ocouBame, e CTPYKTYPHO —
MO/Ie/TbT, @ He MapKarta. MapKuTe ce MOsIBSIBaT KaTo MpUMep, 3aIi0TO Ca Te3H, KOUTO YHATATe/IST Pa3lo3HaBa.

I/I3T0‘lHl/ll.ll/l U JOIIB/IHUTE/THO YeTHBO

e NIST — FIPS PUB 180-4: Secure Hash Standard (SHS), aBryct 2015 r. Oduipanta crerjudurKaiiys Ha
cemerictBoro SHA-2, BkmounTtemHo SHA-256.

e RFC 6234 — US Secure Hash Algorithms (SHA and SHA-based HMAC and HKDF), IETF, mai1 2011 1.
HopwmarveHa Bepcus 3a pa3paboTUHIIH.

e Ferguson, N.; Schneier, B.; Kohno, T. — Cryptography Engineering: Design Principles and Practical Applications
(Wiley, 2010). I'naeu 5 1 6 ob6xBamar xein GyHKI[UUTE U TEXHUTE JTETUTUMHH U HeJIeTUTUMHU yIIOTPeOu.

e Nakamoto, S. — Bitcoin: A Peer-to-Peer Electronic Cash System (2008). [IpakTryecku rpumMep 3a U3M0I3BaHe HA
SHA-256 3a cBbp3BaHe Ha 6710k0Be B UMyTabu/IHa MO0 KOHCTPYKLMSI CTPYKTYpa.

e Pernament (EC) 910/2014 (eIDAS) — pamKa Ha KBa/iu(PUITMpaHUTe JOCTAaBUUIIM Ha BpeMeBU reuat. SHA-256 e
pedeperTHaTa GYHKLMS 3a KBATMPULIMPAaHUTe eJIeKTPOHHU TIOATIMCH Y TledaTH, u3gaBanu B EC.

e PedepenTHa peamm3auus B Zig: std.crypto.hash.sha2.Sha256 B ouLMaTHOTO XpaHWIMIIIE Ha €31Ka
(github.com/ziglang/zig — 1ib/std/crypto/sha2.zig). ToBa e onTUMH3MpaHaTa U OfUTUPaHa BepCusi, KOSITO
BCBIIHOCT Solo2 u3mnosn3ea. [Tose3Ho 3a cpaBHeHUe C AWlaKTHYecKaTa peanr3alys B IPUIOKeHUeTo.

« IMpenumnraSchrems II, et roauuu no-kbcHoCenpaiiia — Kill switch ¥ MHCTUTYLIMOHAIHOTO OB/IaIgBaHe
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CkopouiHu yeTuBa

e Amnanus - 18 maii 2026 1. PeasiHa cpelily OpUBH/THA IOBEPUTENHOCT: BBIPOCUTE, KOWTO € 100pe /1a CU 3ajia/ieTe

o Konremys - 18 maii 2026 1. 24-Te 1yMH: KaKBO € KpunTorpadcka UIeHTUIHOCT

B3emeTe Ta3u cTaTHst ChC cebe CU HABCSKb/E, KbETO BU € Heo0XouMa.
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daineT e 6’]:,[[0 H3TerjIeH Ha BallleTo YCTpOﬁCTBO. OtTam MoXKeTe [a r'o 3aria3uTe, UMIIOPTHPATE B Solo2 nnu criozie/inre
KB EeTO I10XKeJ/iaeTe. Cuadernos He penldaBa JeCTUHALMATa BMeCTO Bac.
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Bocrwuen neuar - SHA-256 bb9b7ff91a5cff44a8669d50adf58cd41851542d1304f935304745d55670224d

Cuadernos Lacre - ITybnumkariius Ha Menzuri Gestion S.L. -
HanMcaHa oT R.Eugenio - pefaktrpaHa ot ekvmna Ha Solo2.

To3u yebcaliT He U3MM0/3Ba OMCKBUTKU U He 3apeXk/ja peCypcH OT TPeTH CTpaHH. VI3ron3Ba aHOHUMeH Oposiy Ha
nocemnjedus (Umami, Ha HallWsI €BPOTEMCKUA ChbPBLP) U MUHUMAJTHUS HeoOxoumM JavaScript 3a iBaTa KOHTPOJIa B TOpHaTa
YyacT: CBeT/Ia WM ThbMHa TeMa U u300p Ha e3uk. be3 Tpakepy, 6e3 npoduiipane, 6e3 criozensiHe Ha JaHHU. AKO MCKaTe /ja
HU nocsieBarte: RSS.
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